SeaCoral: A Collaborative Test Generation Toolset
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Abstract. Formal methods have been successfully used to develop ad-
vanced test generation techniques. While various test generation tools
and test coverage criteria have been proposed, their adoption in indus-
trial practice remains fragmented. This paper presents SeaCoral, a novel
open-source toolset for testing C programs, which aims to facilitate the
industrial application of diverse testing technologies by integrating them
within a single framework. SeaCoral offers a comprehensive set of testing
services, ranging from the specification of test objectives for selected
test coverage criteria, through test case generation and the detection of
uncoverable objectives, to the measurement of the resulting coverage. It
integrates a rich set of analyzers: the fuzzer libFuzzer, the model-checker
CBMC, the dynamic symbolic execution tool KLEE, and the static ana-
lyzer LUncov for detecting uncoverable test objectives. These analyzers
enrich each other’s results through a shared store of test objectives and
a shared corpus of test cases. Particular attention is paid to the careful
handling of runtime errors and initialization functions, which are essential
for industrial applications. Initial experiments confirm the benefits of the
proposed toolset.
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1 Introduction

Testing [4, 31, 34, 42] remains the most popular software validation technique in
industry. Many efficient testing tools have been developed for C programs, based
either on formal methods based approaches such as symbolic execution, model
checking and constraint solving, or on more heuristic techniques like fuzzing (e.g.
[1, 15-17, 19, 21, 37, 40]). Various test coverage criteria (a.k.a. adequacy criteria
or test criteria) [2, 4, 18, 27, 42] have been proposed to define test objectives and
to evaluate the level of code coverage of a given test suite. Achieving a coverage
criterion like statement coverage (all statements are executed at least once) or



decision coverage (the two branches of all conditional statements are executed at
least once) is often used as a confidence metrics for stakeholders. Moreover, some
of these criteria are required by existing standards [22, 25| for critical software.

Except for fuzzing, the use of these tools in industrial development processes
remains limited. Our experience of industrial application suggests that this is due
to several reasons: (i) the diversity of the tools and of their approaches makes
them difficult to take in hand, each one having its own specifics; (ii) the more
user-friendly tools offer light coverage guaranties while an important part of the
setup still remains manual; (iii) the tools offering strong guaranties, based on
formal methods, need manual writing of harnesses and drivers, as well as fine
understanding of the underlying techniques to achieve efficient configuration; (iv)
the results come in different tool-dependent formats that are not immediately
usable in testing campaigns. The purpose of this work is to facilitate industrial
collaborative applications of existing testing technologies by integrating them within
the same framework. The objective is to propose a simplified access to these
different tools through a common interface that minimizes the need for user
configuration, and to achieve collaboration between them in such a way as to
combine their forces and compensate their weaknesses.

Testing Tool Combination. Platforms simplifying access to several tools through a
common interface with minimal configuration exist for fuzzing, for example, OSS-
Fuzz [24] proposed by Google, and OneFuzz [33] proposed by Microsoft (which
is now dedicated to internal use only). Generalizing this idea to other kinds of
testing tools, DeepState [23] offers a unified framework for heterogeneous testing
tools, including symbolic execution and fuzzing tools for C/C++. However, the
primary objective of these testing platforms is vulnerability detection rather than
coverage, and they do not provide mechanisms for enabling tools to collaborate
on the same code.

Beyond platforms that allow multiple tools to be used side by side, numerous
research efforts focus on combining testing techniques themselves, particularly to
enhance fuzzing. It is well known that a major limitation of fuzzing lies in program
conditions that have very few satisfying inputs, which are unlikely to be discovered
through random mutation. Consequently, combining fuzzing with model checking
or symbolic execution is a natural approach. This has led to several tools, such
as VeriFuzz [32], FuSeBMC [3] or FDSE [41], which perform remarkably well in
the annual testing competition TestComp [38]. Another approach, in which a
symbolic execution engine is designed to run in parallel with an existing fuzzer,
is exemplified by SymCC [35].

Our goal is not to develop yet another hybrid testing tool, but rather to
provide a platform that leverages existing tools and enables them to collaborate
on the same code base through shared test objectives.

Labels for Collaborative Test Generation. Recent work [7, 8] proposed a generic
way to specify test objectives for various coverage criteria with so-called labels.
A label /¢ is a pair (I,e) where [ is a location in the source code and e a boolean
expression. Covering a label ¢ corresponds to finding a test that reaches location
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//11: x!=0 && y!=0
//12: x!1=0 && y==0
//13: x==0 && y!=0
//14: x==0 && y==0
if (x!=0 s& y!=0)

//11: x!=0 && y!=0
//12: 1(x!=0 && y!=0)
if (x!=0 && y!=0)

[ I N

Fig. 1: Labels for DC (Decision Coverage) on the left, and MCC (Multiple
Condition Coverage) on the right.

[ while evaluating expression e to true. Satisfiability of many coverage criteria
can be reduced to the search of a set of tests covering a given set of labels (e.g.
for decision coverage, condition coverage, weak mutations, some variants of the
modified condition-decision coverage (MC/DC) [8]). Figure 1 illustrates labels
for two usual coverage criteria: decision coverage (DC—on the left) is specified
by two test objectives for each conditional statement, where the condition must
be evaluated to true and false; multiple condition coverage (MCC—on the right)
is specified by 2™ test objectives for each conditional statement composed of n
elementary subconditions, since it requires to cover all combinations of truth
values of these subconditions.

LTest [5, 8] introduced a first testing toolset, where labels were used to express
test objectives for various test coverage criteria and to measure the coverage of a
test suite, while a dynamic symbolic execution (DSE) tool PathCrawler [39] was
used for test generation and static analyzers of the Frama-C platform [10, 26]
were used to find uncoverable test objectives. It attracted industrial interest [9].
In particular, an experiment on a large industrial code [28] showed the high
potential of running several different tools in sequence on a shared version of
the code and test objectives, each tool building on the results obtained by the
previous one. Tests were generated for 99% of labels for the MC/DC criterion on
82,000 lines of C code, while the remaining labels were proved uncoverable, thus
showing the clear interest of such a tool combination for industrial applications.

However, this approach, based on LTest and PathCrawler, has shown important
limitations for larger applications. First, PathCrawler remains closed-source and
is not supported anymore today. Second, LTest did not integrate other tools, such
as model checkers or fuzzers. To circumvent these limitations, a recent work [13]
proposed an adaptation of KLEE [15], a popular open-source test generator, to
efficiently support test objectives expressed by labels of LTest. It shows that test
generation guided by labels reaches a better coverage (often with fewer tests and
in limited time), and it demonstrates that other tools can be integrated into the
LTest framework.

Contributions. This paper presents SeaCoral [36], a novel open-source toolset for
testing C programs. It was designed and developed in a collaboration between
Thales and OCamlPro, based on clearly identified industrial needs. The purpose of
SeaCoral is to gather the best ideas of previous efforts and to facilitate industrial
applications and collaborations of mature testing tools by integrating them into



an all-in-one testing platform. SeaCoral offers a complete range of automated
testing services, including specification of test objectives for a chosen test coverage
criterion, test case generation, detection of infeasible (i.e. uncoverable) objectives,
and measurement of code coverage of the resulting test suite. It integrates
several analyzers based on existing tools: a fuzzer libFuzzer [37], a model checker
CBMC [19], a dynamic symbolic execution tool KLEE [15], and a static analyzer for
detecting infeasible test objectives LUncov [6, 30]. To the best of our knowledge,
SeaCoral is the first toolset offering such a large panel of testing services and
efficient open-source tools with a common management of test objectives, test
suites and coverage, and easily extensible thanks to being fully open-source.
SeaCoral generates a suitable harness for each analyzer, and provides a generic
mechanism for specifying test objectives and for coverage measurement (based
on the notion of labels [7]). Moreover, the analyzers can collaborate either by
sequential or parallel executions. They enrich each other’s results by means of:
(i) a shared store of test objectives with their statuses; and (ii) a corpus of tests
that enables analyzers to exploit already generated tests. This generated corpus is
then translated in a unified readable format (a C file), thus facilitating their reuse
outside of the tool. A particular attention is paid to carefully handling runtime
errors (RTEs), test initialization functions, and usual preconditions (e.g. variable
ranges or array sizes), which are important ingredients for industrial applications.
SeaCoral required a significant development effort: 25K lines of OCaml, and
24 person-months. The tool is available as a docker image to ease its use in
continuous integration and development chains. The companion artifact [12]
includes a docker image with the tool and the illustrative examples of this paper.
Initial experiments confirm the benefits of the toolset. The use of each in-
dividual analyzer is much easier through SeaCoral, since most of the manual
preparation and configuration required is automated (harness generation, pre-
compilation, output formatting). Moreover, the collaboration mechanisms of
SeaCoral enable users to execute analyzers sequentially or even in parallel for
some of them, so that they enrich each other’s results and achieve high coverage.

2 Collaborative Test Generation in Industrial Context

We first present a selection of well-established test-generation tools that covers a
large range of analysis techniques. We then advance several factors that impair
their adoption in industrial contexts and their interoperability.

2.1 Available Test Generation Tools

CBMC [19] is a bounded model-checker for C and C++ programs. It performs
a reachability analysis that can be used to statically check the validity of user-
provided assertions. In a first mode, called assert mode, the tool tries to prove
that every assertion of the program holds and exhibits a counter-example for each
falsifiable assertion. In a second mode, called cover mode, CBMC automatically
generates test cases that satisfy a given code coverage criterion among several



usual coverage criteria such as locations, conditions, or decisions, but also user-
defined test objectives. In cover mode, CBMC maximizes the coverage of the given
criterion by generating several valuations for the inputs of the tested function.

KLEE [15] is a popular test generation tool for C programs based on dynamic
symbolic execution. It supports a single coverage criterion, which is the all-path
criterion, meaning that its aim is to cover all the feasible execution paths of the
(LLVM bitcode of the) program under test. KLEE performs a symbolic execution
of the program according to various strategies, and generates a test for each path
found to be feasible.

libFuzzer [37] operates by randomly mutating a corpus of test inputs that are
stored using arrays of bytes. The fuzzing process consists in a random exploration
of the set of test inputs by means of mutations and cross-overs. Each input is
associated with a score, that is typically derived from the set of branches and
instructions that it executes in the analyzed program. This score influences the
likelihood for an input to be subject to a mutation or cross-over. In addition,
libFuzzer is able to monitor executed instructions and derive (from comparison
instructions for instance) a set of constants that it then uses to perform mutations
on the inputs.

LUncov is part of the LTest toolset [5, 8]. It efficiently detects uncoverable
labels from the results of Frama-C analyzes [6, 30], and more precisely of its
plugins Eva (based on abstract interpretation) and WP (based on deductive
verification).

2.2 Factors that Impair Industrial Adoption

While the above analyzers have reached an industrial maturity level, their use in
industrial processes remains limited. Main factors that hinder a wider adoption
include the need of expert knowledge to fine-tune the configuration knobs for the
analyzers and to write suitable test harnesses, and the lack of available tooling
for effectively exploiting their results.

Test generation and code analysis tools rarely work directly on a raw codebase.
Instead, they usually require a proper initialization of the inputs of the analyzed
program in order to take into account its actual invariants and preconditions. For
example, in C, a pointer that is given as an argument of a function can either be
a raw pointer or an array of unknown length. It is common in the latter case to
have a dedicated argument representing the length of the array.

The definition of the program inputs is done via a harness, that is, a specialized
program that creates the inputs of interest (some of which may need to be
dynamically allocated) and their constraints before calling the analyzed function.
While some analyzers like CBMC provide their own harness generation utility,
most other tools require tedious manual work for writing harnesses. This phase
is even more critical for fuzzers, for which the harness typically needs to convert
an array of bytes into a suitable input data structure for the analyzed program.
In every case, writing a test harness for programs that manipulate complex data
structures with pointers is challenging. Automatic generation of harnesses is still
an ongoing research problem [29].



Tuning configuration knobs for an analyzer often requires expert knowledge
on the underlying analysis technique. For instance, a bounded model-checker like
CBMC is intrinsically parameterized by a limit to the number of loop unfoldings.
KLEE’s exploration of all execution paths of the program under test sometimes
needs a change of strategy to be more efficient. Fuzzers typically offer configurable
heuristics that can help them in exploring paths more efficiently.

Finally, none of the aforementioned analyzers returns any actual test in C
that can be readily compiled and replayed. Even more, each of them has a quite
different output format. In cover mode, CBMC outputs the list of values for the
inputs that were marked of interest with a dedicated construct in the harness. By
contrast, in assert mode, CBMC constructs the full program inputs via a sequence
of assignments in a counter-example that describes corresponding execution path.
KLEE outputs a set of .ktest files, an internal format that consists in a series
of symbolic names (human-readable strings) and binary data. libFuzzer entirely
relies on unstructured arrays of bytes. At last, LUncov produces a CSV file that
lists locations at which labels are proved uncoverable.

2.3 Factors that Hinder Collaboration between Analyzers

Collaboration between the analyzers is first impaired by the lack of agreement on
the definition of some coverage criteria: even the definition of a simple criterion like
branches, understood at the level of LLVM bitcode, does not usually correspond
to branches at the source code level (not to mention the case of lazy comparison
operators in C).

Next, collaborating by re-using test suites requires common interchange
formats for representing the tests, and a set of converters that translate tests
to and from the format that each tool accepts or produces. The issue of test
conversion is even more striking in the case of fuzzers (and, to a lesser extent,
of KLEE), as the format of the tests they produce, or accept as seeds, heavily
depends on the test harness.

As is, none of the aforementioned analyzers offer any means to exploit already
proven facts about labels. The efficiency of an analyzer may nonetheless be
improved if it is able to exploit the fact that some labels have already been
covered by a test. Likewise, the uncoverablility of a label may inform analyzers
about branches that need not be explored.

At last, analyzers must be cautiously configured to make sure they work under
the same hypotheses. Each tool makes assumptions on the analyzed program
and adopts default settings that may not be equivalent. For instance, a static
analyzer may consider that a branch is unreachable, for example, because it is
preceded by an undefined behavior like a buffer overflow (hence does not meet
the C standard), while a fuzzer generates a test that actually executes that branch.

SeaCoral facilitates the industrial adoption of these tools by automating the
generation of test harnesses and offering a limited set of configuration settings.
It is easy to use, and generates tests directly as C files. SeaCoral relies on the
notion of labels to define shared tests objectives for every analyzer it integrates.



It additionally enables effective collaboration between the analyzers via a shared
store of label statuses, and a shared corpus of test cases.

3 SeaCoral on a First Example

To emphasize SeaCoral’s ease of use, we illustrate its usage and results with the
example of a flasher manager coming from a real-time industrial C program
embedded in a car computer. Generated from a Matlab Simulink design [20], it
consists of 650 lines of code, with a large loop of 450 lines that is executed at
each clock cycle. The function under test checks at runtime that the warning
command has priority over other flashing commands. It takes as a parameter a
fixed-sized array of 10 x 6 boolean inputs, representing 6 input signals over a
sliding window of 10 cycles (that is, 60 values). Along with 110 global variables,
the program has 60 + 110 = 170 test inputs.

The inputs have rather simple datatypes without complex invariants, so a
fuzzer should be able to easily generate a set of tests that cover a fair portion of
the program. However, some execution paths are intricate and need constraint
solving to be covered. Therefore, we use SeaCoral with libFuzzer first, to quickly
get a coverage of the easiest paths. Then we use SeaCoral with a formal tool, for
example CBMC, to complete the coverage with tests for rare branches. To be
sure that the uncovered test objectives are not coverable, we can even use CBMC
in its assert mode to prove uncoverability.

SeaCoral works as a command-line tool that can be configured via command-
line options or a configuration file. It should be given at least a C program, an
entrypoint (the function under test), a coverage criterion, and a set of analyzers
to execute on this problem. We launch the following command to execute SeaCoral
with libFuzzer on this program:

> seacoral —--files flashermanager.c —--entrypoint prio_warning —--criterion MCC
—-—-tools libfuzzer --libfuzzer-runs 100000

The option --files accepts a list of files, one of them containing the function un-
der test given with ——entrypoint. The coverage criterion given by ——criterion
can be any criterion expressible by labels in LTest |5, 8].% Here we choose the mul-
tiple condition coverage criterion (cf. Fig. 1). The option ——tools accepts a list of
analyzers among the available ones (CBMC, KLEE, libFuzzer and LUncov), which
are by default run in parallel. With the optional parameter --1ibfuzzer-runs,
we instruct libFuzzer to perform 100000 runs.

Without any additional configuration, SeaCoral outputs the following summary
of its execution after 3.7 seconds:

Coverage statistics for ’prio_warning’:

cov: 103 (88.8%) uncov: 0 (0.0%) unkwn: 13 (11.2%) with 9 tests
Covered labels: {1, 3, 5, 6, 7, 8, 9, ..., 111, 112, 113, 116}
Uncoverable labels: {}
Crash statistics: rte: none

3 See https://git.frama-c.com/pub/ltest/lannotate/-/blob/master/
doc/criteria.markdown for the list of all coverage criteria supported by LTest.
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Fig.2: Overview of SeaCoral with (1) Preparation phase and (2) Analysis phase.

The MCC criterion applied from this entrypoint produces 116 test objectives
by adding labels to the whole program. Among these test objectives, 103 were
reached by the 9 generated tests (status ‘cov’), while 13 test objectives remain
unreached (status ‘unkwn’). No test objective was proved uncoverable (status
‘uncov’), and no runtime error (RTE) was found.

To be able to complete this coverage, we launch SeaCoral a second time on
the same file, entrypoint and criterion, this time with CBMC:

> seacoral --files flashermanager.c —-entrypoint prio_warning —--criterion MCC
—-—-tools cbmc --cbmc-mode assert —-cbmc-unwind 61

We configure CBMC in assert mode, meaning that, at the same time, it tries to
generate tests for coverable test objectives and to look for uncoverable ones. We set
its unwind parameter to 61 (10 x 6+ 1) to make it unfold the loops of the program
enough times for its bounded analysis to be complete (see Sect. 5 for details on
the use of CBMC). This is one of the very few SeaCoral parameters requiring a bit
of user knowledge about the analyzer since it cannot be automatically computed.
With this configuration, CBMC resumes the previous execution of SeaCoral with
the aim of completing the first coverage with additional tests or uncoverability
proofs. In 1.9 seconds, it covers the 2 last coverable test objectives with 2 tests
and proves the remaining 11 to be uncoverable.

In comparison, CBMC in assert mode launched alone on this program gives
the same results, but in 20 seconds, instead of less than 6 seconds when the two
analyzers are run in sequence. We explain below how the SeaCoral architecture
enables such a smooth collaboration between its analyzers.

4 Design and Implementation of SeaCoral

Overview. SeaCoral operates on a given coverage criterion, a list of C files, and
the name f of an entrypoint function to be tested. The main processing phases
and components of SeaCoral are shown in Fig. 2.

At the preparation phase (1), the provided source code with its entrypoint
and the coverage criterion are given to an annotator. First, it relies on LAnnotate
module? of LTest [5, 8] to produce a version of the source code annotated
with labels that encode the coverage criterion (cf. Fig. 1). The labels are then

4 We extended this module to generate labels transitively in the callees of the entrypoint.



used to initialize a store of test objectives that associates each label with its
coverage status. The preparation phase ends with the generation of test harnesses
dedicated to each analyzer. For a symbolic analyzer, such a harness performs the
symbolization of inputs (including global variables). For a fuzzer, the harness
translates the array of bytes that encodes the inputs into values for these inputs.
Besides, each harness instruments labels to make the analyzer target only the
yet-undecided test objectives.

During the analysis phase (2), analyzers interact with the store, a corpus of
recorded tests, and an additional validator component. The corpus gathers the
set of recorded tests T', and associates each test with an outcome that belongs to
two categories, thereby partitioning the set T" into two disjoint subsets:

Teov: the set of label-covering tests that terminate successfully;

Terr: the set of RTE-triggering tests inducing undefined behaviors or errors.

To avoid reporting an RTE multiple times, we identify each RTE with an error
summary, that comprises a broad RTE categorization tag (arithmetic error,
memory access error, etc), and a location in the code where the error occurs.

The validator plays a central role in ensuring the following key invariants:
(J1) labels reported as covered in the store are actually covered by at least one

test in Tiov;

(J2) any reported RTE is attached to a statement in the original source code;
(J3) any reported RTE is triggered by exactly one test in Tey,.

Before making its way into the corpus, any test generated by an analyzer is
given to the validator, which is the only component that may add a test into the
corpus and record a label as covered in the store. This ensures (J1). Analyzers
are however able to directly report labels as uncoverable.

The Validator. Analyzers may generate a test simply because it reaches a label,
without assessing whether it terminates successfully or identifying an error (if any).
Several tests can trigger the same RTE, i.e. the same error at the same location
in the source code. Industrial applications of testing tools need precise handling
of RTEs. The validator provides a unified replay mechanism for (i) coverage
validation, and (ii) if an RTE occurs, a precise RTE identification.

Coverage validation collects the labels that are covered by a given test ¢
using an instrumented validation program, that: (i) evaluates the tested function
on t; and (ii) performs runtime detection of RTEs using LLVM sanitizers. If it
terminates successfully, and if ¢ covers additional labels, then ¢ is inserted into
the corpus and the statuses for newly covered labels are submitted into the store.
If the program terminates successfully and ¢ covers no new labels, it is discarded.

An undefined behavior may be induced by the evaluation of a label condition
that does not correspond to an RTE in the original source code. Consider for
instance a condition (y != 0 && x/y != 0). The annotated code may contain
a label with condition (x/y != 0), which triggers a division by 0 when y == 0,
while it cannot occur in the original code due a lazy evaluation of ss.

To filter out such spurious RTEs, any test ¢ for which coverage validation
errors out, is subject to a second execution with an RTFE-identification program
where label conditions are not evaluated. If it terminates successfully, then ¢ is
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discarded. Otherwise, the RTE is legitimate and (J3) is satisfied: the validator
parses the associated sanitization report to extract a precise error summary. To
ensure (J3), ¢ is inserted into Ty, if this summary has not yet been recorded.

Collaboration Mechanisms. Both the store and the corpus are used across (con-
secutive or parallel) launches of analyzers on the same program, entrypoint, and
coverage criterion. In addition, SeaCoral enables any analyzer to reuse recorded
tests. It achieves this via dedicated converters that perform the translations of
tests to and from each analyzer’s input and output formats.

5 Integration of Analyzers

Each SeaCoral analyzer is integrated by means of a dedicated integration module.
Such a module automates the generation of test harnesses, that define the inputs
of interest of the function under test (function arguments and global variables)
and their constraints, and that translates the labels into targets for the analyzer.
An integration module for an analyzer additionally performs all the necessary
preparation phases like compilation or instrumentation of sources, and runs the
analyzer itself with the relevant options so that it uses the results of previous
runs and contributes only with valid tests for yet uncovered test objectives. At
last, such a module handles the analyzer’s outputs to consolidate all results in a
unified format. We describe in this section some technical details of integration
of each of the four analyzers of SeaCoral. The reader is not required to fully
understand these details to use the tool and to follow the rest of the paper.

CBMC Integration. SeaCoral is able to interact with CBMC [19] using two different
modes, cover and assert (selected with option --cbmc-mode on the command-
line). The cover mode relies on the test generation capabilities of CBMC while
the assert mode relies on its reachability analysis.

In cover mode, CBMC automatically generates test cases that satisfy a
given code coverage criterion. It supports several usual coverage criteria but
also user-defined test objectives defined by a built-in ___CPROVER_cover (cond)
statement. Obviously, these objectives have a direct correspondence with labels
in SeaCoral. However, to ensure CBMC generates tests that terminate successfully,
the harnesses generated by SeaCoral for CBMC in this mode associate each label
with a Boolean flag that is only assigned whenever the label is reached and
its condition holds. _ CPROVER_cover calls are then placed at the end of the
harness, guarded with its respective flag. We illustrate the treatment of labels
using the cov_label macro for CBMC cover mode in Listing 1.1.

In assert mode, CBMC performs a reachability analysis that can be used
to statically check the validity of user-provided assertions defined by a built-in
__CPROVER_assert (cond) statement. This mode treats each assertion indepen-
dently, unlike the cover mode that tries to solve all the test objectives in the
same analysis. The assert mode is used in SeaCoral both to generate tests and to
detect uncoverable test objectives, by translating each label into an assertion for
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Listing 1.1: Label implementation used in harnesses for CBMC.

/#* One Boolean variable (flag) per label */

static char _ sc_cbmc_covered_1 = "\000’ // Flag for label 1

static char _ sc_cbmc_covered_2 = "\000’ // Flag for label 2

/# We update the label’s flag in the macro =/

# define cov_label (expr, id, ...) \
do { \ /* Set the flag for label id =*/

if (expr) __sc_cbmc_covered_##id = "\001’; \ /+ if expr is satified */

} while (0) /% at the current location */

/+* Function to test, annotated with cov_label (expr,id,...) for each label */

void annotated_entrypoint () {

}

int main () {
/+ Initialization of variables (not detailed here) x/

annotated_entrypoint () ;

/# Checking if a label is covered #*/

__CPROVER_cover (__sc_cbmc_covered_1); // Add assert for label 1 using its flag
__CPROVER_cover (__sc_cbmc_covered_2); // Add assert for label 2 using its flag

its negation. If CBMC proves this assertion, then the label is unreachable (under
the current assumptions). Otherwise, the counter-example provided by CBMC is
exactly a test reaching the label condition. As each assertion is treated separately,
this mode makes no effort on minimizing the number of tests generated. It will
generate one test for each label. The harness used is similar to the one for the
cover mode, except that the calls _ CPROVER_cover (cond) are replaced with

__ CPROVER_assert (!cond).

CBMC is a bounded model-checker. Therefore, it makes a bounded analysis
of the program by unwinding loops a fixed number of times. In many cases,
CBMC is able to determine automatically an upper bound on the number of
loop iterations, but if the number of loop iterations highly depends on the data
or is unbounded, the bound has to be specified by the user. For this, CBMC
provides the option ——unwind n, where n is the maximal number of times any
loop condition should be evaluated. The consequence of this bounded analysis is
that it is not necessarily complete, if the bound is not sufficient to represent all
the initial program paths. This does not affect test generation, but the conclusion
of uncoverability for a test objective is conditioned by the completeness of the
analysis.

SeaCoral tries to lighten the burden of the user by minimizing the configuration
needs, yet since this unwinding parameter cannot be automatically computed, it
must be carefully set to obtain meaningful results when using CBMC through
SeaCoral. This is one of the very few parameters of SeaCoral that need a bit of
understanding of the code under test.

CBMC results are precise and allow to detect uncoverable labels efficiently. Its
main drawback comes from its lack of collaboration from and to other analyzers.
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Listing 1.2: Label implementation used in harnesses for KLEE.

# define cov_label (expr, id, ...) \
do { \
if (NONDET (id)) { \ /% Go to the label or bypass it. */
if (!__sc_is_covered (id)) \ /% If label id not yet covered, */
klee_assert (! (expr)); \ /# try to cover it; in any case */
klee_silent_exit (0); \ /#* exit without going further. *x/
} \ /# Continue if label was bypassed.*/

} while (0)

For instance, it cannot update the shared store during its execution: SeaCoral
must wait until CBMC terminates the function’s analysis to collect its results,
extract test inputs, and submit them to the validator.

KLEE Integration. The integration of KLEE [15] is based on previous work [13].
KLEE symbolically executes the program path by path, and generates a test
whenever it reaches a return statement of the main function, an assertion
klee_assert (0), or an instruction raising a runtime error like a division by zero
or an illegal pointer access.

In the same way as we use ___CPROVER_assert (!cond) to translate labels
to targets for CBMC reachability analysis, we use klee_assert (!cond) to
transform labels into targets for KLEE’s test generation. Several optimizations
are necessary to control the number and the length of the paths to explore, and
to avoid generating tests for already covered labels (see details in [13]). We end
up with the label instrumentation shown in Listing 1.2.

The NONDET call separates the paths into two separate branches: one continuing
the execution, and one going into a branch in which the label’s condition is tested.
In both cases, KLEE’s exploration is halted in order to cut off the branching
introduced by the label: the first calls klee_assert, stopping the execution and
returning a test; the second calls k1lee_silent_exit, artificially stating that the
path is irrelevant and does not need further exploration. Cutting these branches
solves both the path explosion and the growing complexity of the path conditions.

SeaCoral monitors tests generated by KLEE and feeds them to the validator
while KLEE is running. Therefore, by updating the store, the execution of tests
by the validator plays the role of a concrete replay that helps KLEE in avoiding
exploration of already covered labels.

KLEE terminates once it finishes the exploration of the whole program, or
until a given timeout, whichever happens first. In addition to taking benefit
from the store state before and during the analysis, KLEE can be initialized on
startup by seeding with tests from the corpus (Ttoy) from which to start symbolic
exploration.

KLEE could be configured to ensure that generated tests do not trigger RTEs
by checking, like for CBMC’s cover mode, that a label is actually covered after
the call to the entrypoint function has terminated. Doing this check through the
validator actually proved efficient and more reliable, as we found that KLEE’s
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Listing 1.3: Label instrumentation for fuzzing.

#define cov_label (expr, id, ...) \
do { \
if (expr) __asm__ volatile (""); \ /% If expr holds, add an empty branch x/
} while (0)

error detection is not as precise as that of LLVM sanitizers (especially regarding
dynamic memory).

libFuzzer Integration. libFuzzer [37] is the representative of purely dynamic analyz-
ers that we have integrated in SeaCoral. To be efficient, a fuzzer needs to operate
on a non-empty fuzzing corpus. Therefore, a first test sampling and retrieval
phase constructs a fuzzing corpus that consists in a non-empty set of seeds. This
is achieved by:
— re-using every label-covering test that is already recorded in SeaCoral’s corpus;
— random sampling a given number of additional tests.

Then, a seed triage stage filters out randomly generated tests that trigger
RTEs. This triage is necessary to determine whether the fuzzer has any valid
seed left, i.e., a test that terminates, to be able to start its execution. This step
is to prevent libFuzzer from entering an infinite loop trying to run tests that do
not contribute any coverage (i.e., that do not lead to any increment in libFuzzer’s
internal counters) without any meaningful progress.

libFuzzer runs for a fixed period of time, or a given number of fuzzing iterations.
A light instrumentation of labels is used to provide the fuzzer’s internal constant
monitor with meaningful values for mutations. We show this instrumentation in
Listing 1.3, where __asm__ volatile ("") is an empty basic block that cannot
be optimized out by C compilers: in this way, the branch condition is evaluated
by libFuzzer, enabling it to derive meaningful constants.

SeaCoral dynamically retrieves label-covering tests that are recorded into
SeaCoral’s corpus by other analyzers while libFuzzer is running. It additionally
submits tests to the validator as soon as they are persisted by the fuzzer.

LUncov Integration. LUncov is part of the LTest toolset [5, 8]. As such, it is already
integrated into SeaCoral. It efficiently detects uncoverable labels from the results
of Frama-C analyzes [6, 30|, and more precisely of two of its plugins: Eva [14],
an abstract interpretation engine working with various abstract domains, and
WP [10], an analysis tool based on the computation of weakest preconditions.

6 Illustrative Examples and Benefits of SeaCoral

This section illustrates the benefits of using SeaCoral through additional examples.
Since the analyzers integrated in the toolset are well-known and their capacities
have already been demonstrated in previous work (and are preserved in SeaCoral),
we focus on the new features enabled by the toolset.



14

void test_20 () {
unsigned char (x buffer) = malloc (sizeof (unsigned char[4]));
(void) memcpy (buffer, (unsigned char([4]) {240, 128, 192, 255},
sizeof (unsigned char(4]));
int n = 4;
(void) check (buffer, n);

Fig. 3: Example of a label-covering test generated for function check

Check UTF-8 encoding. The checkut£8 function (76 loc) checks whether a buffer
of characters is a valid UTF-8 encoding (i.e. it translates to a sequence of valid
UTF-8 encoded characters) and has the following signature:

int checkutf8 (unsigned char* buffer, int n)

We use SeaCoral with KLEE and the condition coverage criterion (CC) to cover
each truth value of each subcondition of multiple conditions.

In order to avoid RTEs due to the inconsistency between the size of buf fer and
the value of n, SeaCoral offers the option ——array-size-mapping to constrain
the size of an array to equal the value of another parameter.
> seacoral --files checkutf8.c —--entrypoint checkutf8 --criterion CC --tools klee

-—array-size-mapping buffer:n --max-ptr-array-length 10
With this configuration and precondition, SeaCoral launched with KLEE covers
100% of the test objectives required by the CC criterion (i.e., 52 labels) with 21
tests and finds no RTE, as expected. Fig. 3 shows an example of a label-covering
test.

Array of queues. We consider a data structure of an array of queues, inspired by
industrial code, with its initialization and update functions. A global variable
state is declared as an array of 5 queues. The initialize function sets all
pointers of queues to NULL and their sizes to 0. The add function adds a value at
the end of the queue at a given index, while pop removes the first value of the
queue at the given index if possible and stores the result in its other argument.
typedef struct node_t { int data; struct node_t =xnext; } node;

typedef struct queue_t { node xfirst; node xlast; int length; } queue;

queue statel[5];

void initialize();
void add(int val, int ind);
int pop(int ind, int «*val);
We want to generate tests for the pop function with the condition coverage
criterion CC.

> seacoral --files queue.c --entrypoint pop --criterion CC --tools klee

Without any additional configuration,SeaCoral launched with KLEE on func-
tion pop covers only 5 among the 8 test objectives for CC and finds 1 RTE.
Unsurprisingly, the queues of the array state do not satisfy the implicit invari-
ants on the length of the queues nor on the consistency of pointers. Furthermore,
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KLEE does not manage to cover the difficult parts of the function where there is
actually a value to pop. The same goes if we try CBMC instead of KLEE.

The problem here is to generate meaningful states that allow to cover specific
parts of the code. In such cases, the developer is willing to provide a test
initialization function that builds a valid state from which relevant tests can be
generated. For this, SeaCoral provides two options: —~—ignore-globals state
makes SeaCoral ignore the global variable state that is too hard to symbolize
due to its invariants; and --fixtures-init init_valid_state defines the
hand-written function init_valid_state as a preamble for test case generation.
Here we write this initialization function to create state with two queues, of
size 1 and 2 respectively. With this configuration, both KLEE and CBMC manage
to cover 100% test objectives for CC with 5 tests in less than 3 seconds. KLEE
moreover finds 2 RTEs, when the pointer receiving the value is NULL or allocated
with no memory.

PKCS#1 signature parser. PKCS#1 (Public-Key Cryptography Standard) spec-
ifies the usage of RSA algorithm, in particular for creation and verification
of signatures. During PKCS#1 v1.5 signature verification, due to a complex
structure of the signed message, a dedicated parser must be applied to extract
necessary data. The implementation of this parser we target consists of 220 lines
of code. Parsers are known to be difficult programs to cover by automatically gen-
erated tests, because of the complexity of the input structure and the numerous
dependency constraints on the different fields composing it.
The signature of the entrypoint is the following:

int pars_PKCS1_levl (uchar* pad_msg, int pad_msg_sz, ucharx in_msg, int in_msg_sz,
uint expect_hash_ind)

We launch SeaCoral with CBMC with the decision coverage criterion (DC)
and the following configuration: we constrain the size of arrays with their size
arguments, the size of the largest input to 96 and the size of the largest loop to
unfold to 65. These two last values are quite easy to determine by a quick analysis
of the specification and the code. Moreover, with sc_assume we constrain the
values of expect_hash_ind between 0 and 3 and the values of in_msg_sz and
pas_msg_sz to be non-negative.

> seacoral --files pkcsl.c —-entrypoint pars_PKCS1_levl --criterion DC
--tools cbmc --unwind 65 --max-ptr-array-length 96
—-—-array-size-mapping pad_msg:pad_msg_sz,in_msg:in_msg_sz

With this configuration, CBMC runs 17 minutes and covers all 48 DC labels
with 20 tests.

Benefits. These examples highlight the advantages of using SeaCoral. It requires
a minimal configuration compared to that required by any of the analyzers
used alone. The user does not need to create manually a harness to run any
of these analyzers: SeaCoral generates it automatically, with test inputs made
symbolic, even when their structure is complex and involves pointers. While all
the analyzers generate values for test inputs in a tool-dependent format, the
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tests generated by SeaCoral are uniformly written (currently, in a C file), and
can easily be maintained and replayed for regression checking.

7 Conclusion and Future Work

Industrial use of advanced testing tools based on formal methods still remains
limited today. To address this issue, we propose SeaCoral, a new open-source
toolset for C program testing, offering a complete range of testing services: anno-
tation of test objectives for a given test criterion, test generation, identification
of infeasible objectives and test replay. It provides a convenient framework for
applying various tools, and currently integrates a model-checker, a fuzzer, a DSE
tool and a static analyzer.

SeaCoral is currently being evaluated with success by Thales on a confidential
industrial code of several thousands of lines, containing complex nested data
structures and invariants and requiring test initialization functions to test state
machine based behaviors.

Ongoing and future work include the maturation of the toolset and its
evaluation on other industrial codebases. A visualization of the reached coverage,
uncovered and uncoverable test objectives will help the user to understand
SeaCoral’s results and to find a better configuration. In some cases, user-provided
annotations could be used to enrich the chosen criteria and force the generation of
a test for a particular statement or branch. A support of hand-written test oracles
will complete the coverage report by providing success or failure verdict for the
generated tests. An integration of a runtime verification tool (e.g. E-ACSL [11])
could also complete the testing process with formal oracles executed at runtime.
Parallel execution of several tools is already possible in SeaCoral and should be
further evaluated on codebases of significant size and complexity.
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