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Abstract. Formal verification of attack detection algorithms is essential
to provide strong guarantees of correctness for security-critical protection
mechanisms. Such guarantees are particularly important for signature-
based defenses against code-reuse attacks, where undetected exploits can
lead to the compromise of the entire system. These protection mecha-
nisms provide interesting targets for formal verification, as they are typi-
cally implemented at the hardware or hardware/software interface. This
paper presents a formal verification of a previously proposed signature-
based detection mechanism, called heatseeker, designed to identify jump-
oriented programming (JOP) attacks by monitoring control-flow trans-
fers during program execution. We model both the detection algorithm
and the target JOP attacks in C, and verify that the considered mecha-
nism effectively detects any JOP attack using the bounded model checker
CBMC. Thanks to the definition of suitable invariants on the algorithm’s
internal state, bounded verification is sufficient to ensure the desired
property for all executions. We present the formal model, the invariants,
the proof methodology, and discuss the assumptions and limitations of
the approach.
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1 Introduction

Software vulnerabilities represent a significant threat to modern computing sys-
tems. While traditional security mechanisms like data execution prevention
(DEP) [32] and address space layout randomization (ASLR) [43] have miti-
gated many attack vectors, adversaries have adapted by leveraging existing code
within vulnerable applications. This type of attacks, called code-reuse attacks
(CRA) [22], include return-oriented programming (ROP) [37] and jump-oriented
programming (JOP) [9]. Unlike code injection attacks [33], CRAs do not intro-
duce new executable code; instead, they orchestrate short instruction sequences
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present in the code, known as gadgets [40], to achieve attacker-controlled be-
havior. A ROP attack [40] chains gadgets ending in return instructions with
manipulated stack data, while a JOP attack relies on a so-called dispatcher gad-
get that orchestrates the attack by coordinating control flow through indirect
jumps, effectively neutralizing defenses based on stack monitoring [38]. Mem-
ory protections alone are insufficient against such exploits [6], requiring more
advanced defenses [1,41,2,23].

Among the existing attack detection techniques, signature-based detection
methods proceed by identifying specific attack patterns such as gadget length,
frequency, and the sequential execution of gadgets forming a chain [46,26]. It is
crucial to ensure the correctness of such protection mechanisms, which therefore
represent relevant targets for formal verification. Their verification is however
rarely done today since these mechanisms are typically implemented at the level
of hardware or software/hardware interface.

In a recent work [7], we proposed the heatseeker algorithm, a signature-
based detection technique tailored to detect JOP exploits through a precise
dynamic uncovering of the dispatcher gadget. The algorithm is based on a set of
expected properties of JOP attacks, focusing on specific repetitive jumps from
the dispatcher gadget and back into it. The detection is based on the frequency of
such edges, which makes it resistant to attacks using longer gadgets that defeat
some previously proposed methods. We realized a prototype implementation of
the method at the hardware level and integrated it into an open-souce RISC-V
processor, namely the CVA6 [47].

The purpose of this work is to present the proof3 that the heatseeker algo-
rithm is able to effectively detect JOP attack signatures defined by our attack
model and operational assumptions. We model both the detection algorithm and
the target JOP attacks in C, and verify that the heatseeker algorithm effectively
detects any JOP attack. We define suitable invariants on the algorithm’s inter-
nal state, which allow us to apply the bounded model checker CBMC [12] to
ensure the desired property for all executions. We describe the formal model
and the considered invariants, present the proof methodology, and discuss its
assumptions and limitations. The model of the algorithm and attacks used for
the proof, as well as the tooling necessary to reproduce the proof, are available
in the companion artifact [8].

Contributions. The contributions of this paper include the following:

– the definition of a formal model in C4 for the heatseeker mechanism that
dynamically detects jump-oriented programming attacks;

3 This proof was only briefly outlined in the previous submission [7] that focused on
the design and the experimental evaluation of the solution and did not present its
model.

4 Referring to a C model as a formal model may be debatable. We adopt the convention
used in certification projects (e.g., [14, Sec. 10.6.1], [18]), where the term formal model
denotes the model to which formal verification is applied.
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Fig. 1: Generic structure of a jump-oriented programming exploit. It relies on a
dispatcher gadget that coordinates control flow through indirect jumps to func-
tional gadgets after an initial setup with an initializer gadget.

– a detailed presentation of the formal verification based on this model using
the CBMC bounded model checker that the mechanism effectively detects
target attacks;

– a description of the verification methodology, including its main steps, key
invariants, assumptions and limitations.

Outline. The remainder of this paper is organized as follows. Section 2 provides
a brief background on code-reuse attacks and presents their formalization in our
model. Section 3 describes the heatseeker detection mechanism and details its
representation in our model. Section 4 presents the proof methodology. Finally,
conclusions and perspectives are given in Sect. 5.

2 Jump-Oriented Programming
This section presents the structure of JOP attacks, the attack model we consider,
and the expression of JOP attacks used in our C model. For convenience of the
readers, in the code extracts shown in the paper we preserve the line numbers of
the full model available in the companion artifact. We intentionally inverse the
order of presentation with respect to the C model because we believe that the
detection mechanism is easier to understand for the readers after the presentation
of the attacks.

2.1 Overview and Example of a JOP Attack
JOP [9] is a class of code-reuse attacks that chain short instruction sequences,
called gadgets [40], already present in a target binary and its libraries. Figure 1
shows the typical structure of a JOP exploit. (A detailed understanding of the
instructions written here in RISC-V is not necessary to follow the paper). First,
an initializer gadget (IG) configures the state of registers and memory. This
gadget typically performs operations such as loading values into registers, setting
up a dispatch table, and preparing necessary memory locations. Once executed,
the initializer gadget transfers control to the dispatcher gadget (DG) [9,10]. In
Fig. 1, it is realized by a jump (jr instruction) to the address of the dispatcher
gadget stored in register a5.

Functional gadgets (FGi) are the core computational units in JOP: they
execute the actual exploit payload, performing operations such as data loads,
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endIG → startDG (using register a5) (0)
endDG → startFG1 (using register a6) (1)
endFG1 → startDG (using register a5) (2)
endDG → startFG2 (using register a6) (3)
endFG2 → startDG (using register a5) (4)
endDG → startFG3 (using register a6) (5)

. . .

Fig. 2: A sequence of jumps in a JOP attack in Fig. 1, where startg and endg
denote, resp., the addresses of the start and end instructions of gadget g. For an
odd i, it contains a jump from DG to FGi, and for an even i, a jumps to DG.
In real-life attacks, the latter can use a set aR of nR (attack) registers. In our
model, each jump is represented by a triple (Asi, Ad i, Ri) with i ∈ [0,NumOp[,
where the start and end addresses are denoted by Asi and Ad i, and the register
by Ri.

arithmetic, memory stores, and system calls. They transfer control back to the
dispatcher gadget at the end.

The dispatch table (DT) contains the addresses of the functional gadgets in
the order in which they should be executed.

The dispatcher gadget (DG) plays a central role in a JOP attack, as it governs
the execution flow by invoking functional gadgets using the dispatch table. In
Fig. 1, this invocation (at the last line in DG) is performed by a jump to the
address stored in register a6. Prior to the jump, this address is loaded (lw
instruction) to a6 from address s1 that refers to the current cell in the dispatch
table, and s1 is increased (addi instruction) to prepare the jump at the next
iteration.

Thus, a JOP attack in our example contains a typical sequence of jumps
shown in Fig. 2. The heatseeker method observes the information about indi-
rect jumps and recognizes a signature of such attack sequences. In addition to
repetitions of some addresses and registers, an important characteristic of such
sequences is a limited distance between startDG and endDG since the dispatcher
gadget typically has a relatively small size, so we assume their difference to be
at most equal to a positive integer D, a parameter of the algorithm.

Moreover, in real-life attacks, functional gadgets can use different registers
for jumps back to the dispatcher gadget (instead of the same register a5 in our
example). We also refer to them as attack registers since the attacker has to
control all of them. We assume that the jumps back to the dispatcher gadget use
a set aR of nR attack registers. The heatseeker algorithm is capable to detect
attacks with up to MaxR attack registers used for such jumps (we explain how
this number is determined by the parameters of the algorithm in Sect. 3.1).
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159 /****** ATTACK MODEL ******/
160 // Assume that given step has a non-zero value
161 void _h_step_non_zero_int(u1 s) {
162 __CPROVER_assume(s != 0);
163 }
164 // Program coherency:
165 // - No jump with same source and target addresses (loop)
166 // - Make sure identical source addresses have identical registers
167 // Non mandatory for the proof but it makes the model more realistic
168 void _h_program_coherency(u1 As[], u1 Ad[], u1 R[]) {
169 for (u1 i = 0; i < NumOp; i++) {
170 __CPROVER_assume(As[i] != Ad[i]);
171 for (u1 j = i + 1; j < NumOp; j++) {
172 if (As[i] == As[j]) __CPROVER_assume(R[i] == R[j]);
173 }
174 }
175 }
176 // Assume number of attack registers nR to be in [0; MaxR]
177 void _h_number_attack_registers(u1 nR) {
178 __CPROVER_assume(nR > 0); __CPROVER_assume(nR <= MaxR);
179 }
180 // Assume Ad to be in [As - D; As[
181 void _h_dispatcher_gadget_bounds(u1 As, u1 Ad) {
182 __CPROVER_assume(As > Ad); __CPROVER_assume(As - Ad <= D);
183 }
184 // Ensure that functional gadgets transfer control to the dispatcher gadget
185 // To avoid spurious counterexamples, ensure that N consecutive functional
186 // gadgets have different source addresses As
187 void _h_functional_gadgets_addresses(u1 As[], u1 Ad[]) {
188 for (u1 i = 0; i < NumOp; i += 2) {
189 __CPROVER_assume(Ad[i] == Ad[0]); // Repeated dispatcher gadget start address
190 }
191 for (u1 i = 0; i < NumOp; i += 2) {
192 u1 limit = i + 2 * N;
193 for (u1 j = i + 2; j < NumOp && j < limit; j += 2) {
194 __CPROVER_assume(As[i] != As[j]); // New functional gadget end address
195 }
196 }
197 }
198 // Helper function to verify that register R is in the set of nR registers aR
199 u1 __r_in_ar(u1 R, u1 nR, u1 aR[]) {
200 u1 result = 0;
201 for (u1 k = 0; k < nR && k < MaxR; k++) {
202 result |= (R == aR[k]);
203 }
204 return result;
205 }

Fig. 3: Attack model, part 1/2.

2.2 Symbolic Representation of Attacks
We represent a JOP attack as a sequence of NumOp steps (Asi, Ad i, Ri) with
i ∈ [0,NumOp[, where each step (Asi, Ad i, Ri) represents an indirect jump
formed by a source address Asi, a destination address Ad i and a register Ri

used in the jump instruction. Let D be a positive integer (a parameter of the
algorithm) that will denote a maximal distance between the start and the end of
the considered dispatcher gadgets. Let nR denote the number of attack registers,
that is, registers used in the jumps from the functional gadgets, and let array
aR contain their identifiers.

To prove our main result for any attack sequence, we have to construct a sym-
bolic representation of any attack sequence in CBMC. As usual, a symbolic rep-
resentation in CBMC is created by assigning non-deterministic values to relevant
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206 // Constrain the registers of functional gadgets aR and of dispatcher gadget R[1]
207 // Registers in R used by functional gadgets must belong to the nR registers in aR
208 void _h_functional_gadgets_registers(u1 nR, u1 aR[], u1 R[]) {
209 for (u1 i = 0; i < nR && i < MaxR; i++) {
210 __CPROVER_assume(aR[i] != 0); // Functional gadget registers are non zero
211 __CPROVER_assume(R[1] != aR[i]); // and differ from dispatcher gadget register
212 }
213 for (u1 i = 0; i < NumOp; i += 2) {
214 __CPROVER_assume(__r_in_ar(R[i], nR, aR));
215 }
216 }
217 // Ensure dispatcher gadget transfers control to functional gadgets
218 // To avoid spurious counterexamples, ensure that N consecutive functional
219 // gadgets have different destination addresses Ad
220 void _h_dispatcher_gadget_addresses(u1 As[], u1 Ad[], u1 R[]) {
221 for (u1 i = 1; i < NumOp; i += 2) {
222 __CPROVER_assume(As[i] == As[1]); // Repeated dispatcher gadget end address
223 __CPROVER_assume(R[i] == R[1]); // Repeated dispatcher gadget register
224 }
225 for (u1 i = 1; i < NumOp; i += 2) {
226 u1 limit = i + 2 * N;
227 for (u1 j = i + 2; j < NumOp && j < limit; j += 2) {
228 __CPROVER_assume(Ad[i] != Ad[j]); // New functional gadget start address
229 }
230 }
231 }
232 // Hypothesis on JOP attack with transfers of the dispatcher gadget address
233 void _h_attack_model(u1 nR, u1 aR[],
234 u1 As[], u1 Ad[], u1 R[]) {
235 // Assume the attack model starts with a functional gadget
236 _h_dispatcher_gadget_bounds(As[1], Ad[0]);
237 _h_functional_gadgets_addresses(As, Ad);
238 _h_functional_gadgets_registers(nR, aR, R);
239 _h_dispatcher_gadget_addresses(As, Ad, R);
240 _h_program_coherency(As, Ad, R);
241 }

Fig. 4: Attack model, part 2/2.

variables (using calls to nondet_int), and by adding necessary assumptions
for them. We focus here on the assumptions.

Figures 3 and 4 show the attack model with the assumptions we make to
construct a symbolic attack sequence. The model defines an alias u1 to type
unsigned int on line 2 for the sole purpose of code readability. Some defini-
tions of constants used throughout the model are provided on lines 3–7 of Fig. 5.
Lines 233–241 show the function that assumes the whole set of hypotheses by
calling other hypothesis functions. It takes as parameters the number nR and
the array aR of identifiers of registers used in the jumps from the functional
gadgets, and the sequence of jumps (Asi, Ad i, Ri). As a simple example, func-
tion _h_step_non_zero_int on lines 162–163 (used in other parts of the
model) assumes that its argument is nonzero. We use the CBMC instruction
__CPROVER_assume(cond) to assume that its argument cond is true. Let us
describe the key assumptions in this section.

Program Coherency. Function _h_program_coherency shown on lines 168–
175 (and called on line 240) ensures the coherency of the program. It rules
out self-loops (a jump whose source equals its destination) and enforces that
identical source addresses in the attack sequence use identical registers (since
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the same jump instruction always uses the same register). These assumptions
are not mandatory for the proof but make the model more realistic since the
excluded situations do not occur in real-life programs. In other words, the only
purpose of these assumptions is to make the model closer to real-world programs.

Relative Position of the Start and End Addresses of the Dispatcher Gadget.
The attack sequence begins with the initializer gadget, hence the destination
address Ad0 is the start address of the dispatcher gadget, and the source ad-
dress As1 of the next step is the end address of the dispatcher gadget (cf.
the example in Sect. 2.1 and Fig. 2). The start address must be before the
end address, and the distance between these two addresses must be bounded
by the algorithm parameter D. These constraints are assumed by function
_h_dispatcher_gadget_bounds on lines 181–183, called on line 236 with
arguments (As1, Ad0).

Functional Gadgets’ Registers. Recall that MaxR denotes the maximal num-
ber of registers used by the jumps from functional gadgets for which the al-
gorithm detects an attack. For simplicity, we used a unique register a5 in our
example in Sect. 2.1. Therefore, we assume that nR belongs to [0,MaxR] by
function _h_number_attack_registers on lines 177–179 (called from an
attack initialization function, which is not shown in Figs. 3 and 4). Function
_h_functional_gadgets_registers on lines 208–216, called on line 238,
constrains the registers of functional gadgets: it assumes in particular that each
aRi is different from the register R1 used by the dispatcher gadget, and that
each functional gadget uses indeed a register from aR. The latter assumption
relies on the helper function on lines 199–205.

Functional Gadgets’ Addresses. To respect the JOP attack pattern presented in
Sect. 2.1 and Fig. 2, we also constrain each even step of the attack sequence to
ensure that the functional gadgets transfer control back to the dispatcher gadget
start address, i.e. all Ad i for even i must be equal. This is expressed by the
function _h_functional_gadgets_addresses on lines 187–197, called on
line 237. An additional uniqueness assumption on lines 191–197 will be described
later in Sect. 4.3.

Dispatcher Gadget Addresses and Registers. Similarly, the JOP pattern con-
tains the repeatedly used end address of the dispatcher gadget (i.e. all Asi
for odd i must be equal), and the repeated use of the same dispatcher reg-
ister (i.e. all Ri for odd i must be equal). This is expressed by the function
_h_dispatcher_gadget_addresses on lines 220–231, called on line 239.
Symmetrically to functional gadgets, we also make an additional uniqueness as-
sumption on lines 225–230 that will be described below in Sect. 4.3.

3 The Heatseeker Algorithm and its Model
This section presents the heatseeker detection algorithm together with its formal
model, which is the basis of the formal verification presented in Sect. 4. The
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algorithm is designed to be implemented as a hardware component that monitors
the processor’s instruction trace in parallel with execution, without impacting
performance. Although the formal model presented in this paper is expressed
in C5 to enable the use of the bounded model checker CBMC, the algorithm’s
structure maps directly to a hardware description: its inputs, i.e. the program
counter, next program counter, source register, and instruction type, are all
readily available from any processor’s execution pipeline. Therefore, a proof of
properties on the level of the model provides a strong confidence of correctness
of the same properties for any faithful implementation, whether in hardware or
software. A detailed presentation of the algorithm and its evaluation in a realistic
operational context is provided in [7]. Throughout this section, we refer directly
to the C model rather than the corresponding hardware artifacts. The complete
source code of the algorithm is provided in Figs. 5 and 6.

3.1 Inputs, Parameters and Main Principle

The heatseeker algorithm processes a stream of indirect jump instructions, each
characterized by three values (As,Ad , R): a source address As (the current pro-
gram counter), a destination address Ad (the next program counter), and the
identifier of the source register R that holds the destination address.

The goal of the heatseeker algorithm is to converge towards the start address
and end address of a dispatcher gadget during an ongoing attack. Indeed, while
the attack signature might seem easy to recognize when looking at the example
in Fig. 2, the difficulty of detecting a JOP attack in a real-life setting is that
it can start at any moment in the middle of a sequence of perfectly legitimate
jumps and rely on different registers. The key idea of the algorithm is to track
control-flow transfers by carefully maintaining two internal caches and updating
them for each extracted jump data. Following an update, it compares the cache
states and raises an alarm when the conditions for a JOP attack are met. Readers
interested mostly in the verification aspects of this work can skip the details of
jump tracking in the algorithm in Sects. 3.2–3.4 (which is the most original but
also the most technical part of it).

The parameters (cf. lines 3–7) include the number of steps NumOp in a
sequence of jumps and a maximal dispatcher start-end distance D (already ex-
plained in Sect. 2.2) as well as the number of cache lines (entries) N and the
minimal number of various gadgets G. In addition, by design of the algorithm,
the maximal number MaxR of attack registers for which we are able to prove
the target properties is defined as ⌊N/2⌋ (cf. line 7).6

5 Various design choices are possible for the model. Our modeling approach uses local
variables and pointers for function arguments. Another design choice could be to
use variables instead of pointers for arguments of some functions and to use global
variables to model caches.

6 The intuition behind this definition is that the more attack registers are used in the
attack (and controlled by the attacker), the more cache lines are necessary to detect
it. Attacks with several registers are more complex to realize and are less likely.
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1 #include <stdlib.h>
2 typedef unsigned int u1;
3 #define NumOp 5 // Number of steps in attack sequence
4 #define N 3 // Number of cache lines
5 #define G 2 // Gadget threshold
6 #define D 64 // Max dispatcher start-end distance
7 #define MaxR (N / 2) // Max number of attack registers (used in func. gadgets)
8 /****** HEATSEEKER ALGORITHM ******/
9 // Update given cache with new jump data

10 void __update_cache(u1 * Ci, // Number of recorded cache lines
11 u1 Ta[], u1 Tr[], u1 Tga[], u1 Tg[], // Cache line entries
12 u1 uTa, u1 uTr, u1 uTga) { // New jump data
13 for (u1 i = 0; i < N; i++) {
14 if (Ta[i] == uTa && Tr[i] == uTr) { // Jump data found in cache at index i
15 u1 nG = Tg[i];
16 if (Tga[i] != uTga && nG < G) nG++; // New address: increase counter
17 // Shift cache lines from 0 (top of the cache) to i (index of cache hit)
18 for (u1 j = i; j > 0; j--) {
19 Ta[j] = Ta [j-1]; Tr[j] = Tr[j-1];
20 Tga[j] = Tga[j-1]; Tg[j] = Tg[j-1];
21 }
22 // Record updated jump entry at the top of the cache (index 0)
23 Ta[0] = uTa; // Update tag address
24 Tr[0] = uTr; // Update tag register
25 Tga[0] = uTga; // Update gadget address
26 Tg[0] = nG; // Update gadget counter
27 return; // Return if jump data found
28 }
29 }
30 // Jump data not found in cache: shift cache lines from 0 to N
31 for (u1 i = N - 1; i > 0; i--) { // Line at index N-1 is evicted
32 Ta[i] = Ta [i-1]; Tr[i] = Tr[i-1];
33 Tga[i] = Tga[i-1]; Tg[i] = Tg[i-1];
34 }
35 // Record new jump entry at the top of the cache (index 0)
36 Ta[0] = uTa; // Update tag address
37 Tr[0] = uTr; // Update tag register
38 Tga[0] = uTga; // Update gadget address
39 Tg[0] = 1; // First occurrence of this jump data
40 if ((*Ci) < N) (*Ci)++; // Update number of recorded cache lines
41 return;
42 }
43 // Return index of a full entry, considered as potential dispatcher gadget
44 u1 __get_most_recent_full_entry(u1 Tg[]) {
45 u1 i;
46 for (i = 0; i < N; i++) {
47 if (Tg[i] == G) return i; // Entry recorded G times with a new address
48 }
49 return i; // Returns N if no entry found
50 }

Fig. 5: Model of the heatseeker algorithm, part 1/2. Cache-update function im-
plementing LRU management with gadget-counter tracking, and function re-
turning the index of the first entry whose gadget counter equals G.
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51 // Update caches F, D with new jump data and detect potential dispatcher gadget
52 u1 __handle_jump_instruction(
53 u1 * Fi, u1 * Di, // Number of recorded cache lines in F, D
54 u1 Fa[], u1 Fga[], u1 Fr[], u1 Fg[], // Entries of functional cache F
55 u1 Da[], u1 Dga[], u1 Dr[], u1 Dg[], // Entries of dispatcher cache D
56 u1 As, u1 Ad, u1 R // New jump data
57 ) {
58 // Update both caches F, D with the input jump information
59 __update_cache(Fi, Fa, Fr, Fga, Fg, Ad, R, As);
60 __update_cache(Di, Da, Dr, Dga, Dg, As, R, Ad);
61 // Try to extract most recent full entries (mrfe) in both caches F, D
62 u1 Fmrfe = __get_most_recent_full_entry(Fg);
63 u1 Dmrfe = __get_most_recent_full_entry(Dg);
64 // Raise no alarm (return 0) if some detection conditions are not met:
65 if (Fmrfe == N || Dmrfe == N) return 0; // No suspicious entries
66 if (Fr[Fmrfe] == Dr[Dmrfe]) return 0; // Identical registers
67 if (Fa[Fmrfe] > Da[Dmrfe]) return 0; // End precedes Start address
68 if (Da[Dmrfe] - Fa[Fmrfe] > D) return 0; // End-Start exceeds D
69 return 1; // Raise alarm if all detection conditions are met
70 }

Fig. 6: Model of the heatseeker algorithm, part 2/2. Jump-handling function,
where both caches are updated with mirrored arguments (lines 59–60), then full
entries are retrieved (lines 62–63) and the four detection conditions are evaluated
(lines 65–68).

3.2 Cache Architecture
The algorithm maintains two structurally identical caches: the functional cache
F and the dispatcher cache D. Both have N entries. An entry of index i (with
i ∈ [0, N [) of cache F contains four fields:

– a tag address Fai and a tag register Fr i, referred together as tag (Fai,Fr i),
– a gadget address Fgai,
– a gadget counter Fg i.

Similarly, an entry of index i (with i ∈ [0, N [) of cache D contains four fields:

– a tag address Dai and a tag register Dr i, referred together as tag (Dai,Dr i),
– a gadget address Dgai,
– a gadget counter Dg i.

The current number of recorded cache entries (which gives also the index i of
the next available line) in F and D is denoted, respectively, by Fi and Di . The
fields are represented in the model by arrays prefixed, respectively, by F or D.
We consider index 0 to be on top of each cache. The use of these elements is
illustrated by the parameters of the jump-handling function on lines 52–57. Let
us now detail the cache update logic.

3.3 Cache Update Logic
The tag of a cache entry is the pair (tag address, tag register). The F and D
caches mirror the role of source and destination addresses. When an indirect
jump (As,Ad , R) is processed, the F cache receives the tag (Ad , R) with gadget
address As, and the D cache receives the tag (As, R) with gadget address Ad .
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This mirroring is visible in the two calls to cache update functions on lines 59–60
inside the jump-handling function.

The intuition beyond this design is that the F cache captures the convergence
of functional gadgets with repeated jumps to a common destination (a potential
dispatcher gadget’s start), while the D cache captures repeated departures from a
common source (a potential dispatcher gadget’s end) towards distinct functional
gadgets. Each new jump is analyzed for potential repetitions of the tag. That
is why the tag for F contains (Ad,R) and that for D contains (Ad,R), and the
notion of tag enables a unified treatment for both caches during cache updates.

Both caches implement a least-recently-used (LRU) replacement policy. The
cache update function is shown on lines 10–42. The same function is applied
to both caches, whose entries are given as parameters (prefixed here with T
instead of F or D, cf. lines 11, 59–60). Other parameters include the number
Ci of recorded lines in the considered cache, the tag (uTa, uTr) and the gadget
address uTga (cf. lines 10, 12, 59–60).

The function iterates over existing entries (line 13) to check whether the given
tag is present in the cache, and handles two cases. On a cache hit, i.e. when the
input tag matches an existing entry at index i (lines 14–28), the matched entry
is promoted to the top of the cache at index 0 (lines 23–26) and shifts entries
0 through i − 1 downward (lines 18–21). If the incoming gadget address differs
from the stored one, the gadget counter is incremented up to its maximum
G, indicating that a new gadget address was observed for this tag (lines 15–
16, 26). The algorithm does not maintain a history of gadget addresses; this is
deliberate, since a JOP attack might alternate between two gadgets and must
still be detected.

On a cache miss, a new entry is inserted at index 0 with a counter of 1 (lines
36–39), and all existing entries are shifted downward (lines 31–34); the entry at
index N − 1 is evicted. The number of recorded lines is incremented if the cache
is not yet full (line 40).

3.4 Detection Conditions
Once both caches are updated (cf. lines 59–60), the algorithm evaluates whether
an attack is in progress. It first retrieves (on lines 62–63) from each cache the
index of the most recent full entry (mrfe), that is, the most recently used entry—
i.e. closest to the top of the cache—whose gadget counter has reached G, via the
function on lines 44–50. If such entry is not found, the function returns N .

Variables Fmrfe and Dmrfe denote the indexes returned for the F and D
caches, respectively. An alarm is raised (by returning value 1, cf. lines 65–69) if
and only if the following four conditions hold simultaneously.

1. Both caches have a full entry (line 65): Fmrfe ̸= N and Dmrfe ̸= N , meaning
that both caches F and D contain an entry whose gadget counter equals G,
i.e. a sufficient number of distinct gadget addresses—source addresses for F
and destination ones for D—were observed for each tag.

2. Distinct registers (line 66): FrFmrfe ̸= DrDmrfe . In the context of a JOP
attack, these registers must differ for a correct execution of the JOP chain.
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3. Address ordering (line 67): FaFmrfe ≤ DaDmrfe . The tag address from cache
F (a potential dispatcher start address) must precede or be equal to the tag
address from cache D (a potential dispatcher end address).

4. Bounded distance (line 68): DaDmrfe − FaFmrfe ≤ D. The distance between
the dispatcher’s start and end addresses must not exceed the maximum
distance, chosen as a parameter tuned to the characteristics of dispatcher
gadgets in target binaries. Although the algorithm does not constrain the size
of functional gadgets, bounding the size of the dispatcher gadget is necessary
to ensure that the addresses output by the two caches are correlated, thereby
reducing the likelihood of false positives.

3.5 Initial State
We define the initial state of the algorithm as a state in which all cache lines
have no recorded entries. This is represented with default values: all fields are
zero and the counters of recorded cache lines Fi and Di are zero.

4 Invariants and Proof of Attack Detection

This section presents the invariant properties of the heatseeker algorithm’s inter-
nal state and the proof of attack detection using bounded model checking. The
proof strongly relies on the definition of the invariants. We first present these
invariants, then describe the proof methodology and results, and finally discuss
the limitations of the proof through the analysis of a concrete counterexample.

4.1 Expressing the Invariant
We define the invariant I as the conjunction of properties I1, . . . , I5 (listed
below) and show that they are indeed maintained after executing any step. They
describe the intrinsic properties of the two caches, mostly regarding their LRU
management policy.

– I1 constrains the numbers of recorded lines Fi and Di in caches F and D to
be in [0, N ], where N denotes the number of entries (lines) in a cache.

– I2 states that each non-recorded cache line (i.e. for index i ≥ Fi in F and
for index i ≥ Di in D) has default (zero) values.

– I3 states that each recorded cache line (i.e. for index i < Fi in F and for
index i < Di in D) has non-null tag address and tag register.

– I4 states that in each cache, each recorded cache line has a unique tag. In
other words, two recoded lines in the same cache cannot share the same tag.

– I5 states that each recorded cache line has a gadget counter in [1, G].

In the model, these properties are expressed as CBMC assumptions when we
need to assume the invariant as a hypothesis, and as assertions when we need to
verify it. We already illustrated CBMC assumptions in Sect. 2. Stating the same
properties as assertions (with assert instructions) is straightforward. We refer
the reader to the complete model in [8] for detailed definitions.
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4.2 Proof with CBMC
Main Theorem. To formally verify the capacity of the algorithm to detect at-
tacks, we use CBMC [12], a well-known bounded model-checker for C programs.
We apply it on the model of the heatseeker algorithm and the considered JOP
attacks written in C, described, respectively, in Sects. 3 and 2.2.

The main theorem we seek to prove is the following:

Pmain: Consider the heatseeker algorithm implemented with N cache lines, and
consider JOP attack sequences in which NumOp > 0 denotes the number of
steps, D > 0 a maximal dispatcher start-end distance, G > 0 the number
of different gadgets, and set MaxR = ⌊N/2⌋. For any execution contain-
ing a JOP attack sequence with the considered constraints, the heatseeker
algorithm effectively detects an attack by reporting an alarm.

Our goal is to prove this theorem in relevant configurations, that is, for
relevant values of parameters.

Proof Steps. A bounded model-checker cannot directly prove properties for ex-
ecutions of any length, but it is able to deal with bounded executions, with a
(relatively small) finite number of steps. It is also able to deal with symbolic
states. This explains the methodology we apply in this proof, which relies on
three proof harnesses, each corresponding to one of the following properties.

P1: The initial state satisfies I. This is checked by the first harness, which asserts
I directly after initialization.

P2: If the algorithm starts in a state satisfying I and proceeds any single jump
(by executing the jump-handling function), the resulting state still satisfies
I. In other words, I is indeed an invariant. This is checked by the second
harness, which assumes I, executes one symbolic step, and asserts I.

P3: Starting from any state satisfying I, the execution of an attack sequence of
NumOp steps always triggers an alarm. This is checked by the third harness,
which assumes I, constrains the symbolic attack sequence using the attack
model, iterates the jump-handling function, and asserts detection.

Notice that the proof of these properties only requires the tool to consider
execution fragments with a finite number of steps: a direct implication with no
steps for P1, an execution with only one step for P2, and an execution of at most
NumOp steps for P3.

The proof of Pmain follows from properties P1–P3. Indeed, by P1 and P2,
when starting from the initial state, we always remain in a state respecting I.
By P3, we always detect an attack starting in a state respecting I. Therefore,
we are able to detect an attack sequence starting at any moment.

Proven Configurations. We were able to prove each of these properties for con-
figurations (N,MaxR,NumOp) ∈ {(3, 1, 5), (4, 2, 9), (5, 2, 11), (6, 3, 15)}. CBMC
terminated without finding any counterexample to P1–P3 on our model. Hence,
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N MaxR NumOp Time (s)

3 1 5 1.002
4 2 9 3.543
5 2 11 8.214
6 3 15 32.216

Fig. 7: CBMC verification times for different parameter configurations.

every exploit that belongs to our definition of the attacks, including attacks
with up to MaxR registers used by functional gadgets, will be detected by the
algorithm.

N = 3 allows detection of the JOP pattern described in Sect. 2.1 with
MaxR = 1. Increasing N increases MaxR and allows detection of more com-
plex and less likely JOP attacks. The value N = 5 does not increase MaxR in
comparison to N = 4 but we provide it for more complete statistics. The value
of NumOp7 indicated in the triple is the lowest value for which Pmain is proven
for the provided (N,MaxR). Parameters G = 2 and D = 64 are fixed. They
are defined from previous experiments [7]. G = 2 allows detection with at least
2 gadgets: it is the optimal value as it enables the fastest detection of attacks.
D = 64 is empirically defined from the analysis of the distribution of dispatcher
gadgets in RISC-V binaries and could be adapted for other architectures: its
precise value has no impact on the proof results.

Proof Statistics. For each of the considered triples (N,MaxR,NumOp), the proof
terminates within a few seconds on a desktop computer running Ubuntu 22.04.5
LTS, with an Intel® Core™ i5-1145G7 CPU @ 2.60 GHz, featuring 4 cores 8
threads, with 32 GB RAM. Figure 7 summarizes the required time to prove
P1–P3 with different parameter configurations.

We estimate the overall effort to realize this verification case study as 4
person-months, out of which 2 person-months were spent to elaborate a C model
and 2 person-months to debug the proof and analyze generated counterexamples.

4.3 Proof Limitations

We were able to prove the correctness of the algorithm under well-defined con-
straints on the attack model. While these constraints simplify some aspects of
a real-world JOP exploit, they still allow us to obtain meaningful proof results.
In particular, we assumed that any N consecutive functional gadgets must have
pairwise different source addresses, and symmetrically that any N consecutive
dispatcher invocations must target pairwise different destination addresses. In
the C model, these assumptions correspond to the inner loops in the functional

7 The value NumOp increases with N because by design of the algorithm, with a
greater number of cache lines, attack detection may require more steps depending
on the initial state of the caches.
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gadgets’ addresses function (lines 191–196 in Fig. 3) and in the dispatcher gad-
get addresses function (lines 225–230 in Fig. 4). They enforce, respectively, the
uniqueness of functional-gadget end addresses and the uniqueness of functional-
gadget start addresses selected by the dispatcher.

Interestingly, without these constraints, during the attempt to prove P3,
CBMC constructs counterexamples. We analyzed one counterexample and found
that it uses repetitive functional gadget addresses. In a realistic JOP exploit,
these additional constraints must be satisfied, otherwise the exploit is trivially
useless. Therefore these additional assumptions do not diminish the ability to
detect real-world JOP attacks. In this way, CBMC helped us to better understand
the limitations and corner cases of the algorithm. By adopting this slightly more
conservative model, we prove that the algorithm detects attacks regardless of its
internal state, laying a solid foundation for a hardware implementation.

5 Related Work and Conclusion

Related Work. The heatseeker algorithm is an alternative to previous heuristic
detection algorithm of code-reuse attacks. JOP-alarm [46], which detects JOP
attacks based on indirect jumps frequency, provides no formalization of attacks.
On the other hand, SCRAP [26] expressed code-reuse attacks in formal language,
but did not go all the way to the formal verification of the detection technique
based on dynamic gadget identification. Formal verification is rarely applied
to control-flow security mechanisms, though recent work has verified defenses
against speculative attacks [4], proved memory isolation guarantees for capabil-
ity hardware [21] and established side-channel security contracts for open-source
processors [45,42]. In the embedded domain, VRASED achieved the first formally
verified hardware/software co-design of a security service [34]. Other threat mod-
els such as fault injections have similarly benefited from formal methods [44,31].
To the best of our knowledge, formal verification of JOP detection mechanisms
was not performed in previous work.

More generally, this work is related to other verification case studies on real-
life code and empirical evaluations of verification tools [24]. Among other exam-
ples, the KeY tool was used for verification of several libraries and applications in
Java [16,5]. Verification of a traffic tunnel control system [35] was realized with
VerCors [3]. Verification for a real-world avionics example [19] and for security
properties [17] provided useful feedback on using Frama-C. SPARK was used in
the verification of a TCP Stack [13] and complex datastructures [20]. Verifica-
tion of the Hyper-V hypervisor with VCC [29] highlighted some issues specific to
hypervisor verification. Deductive verification of smart contracts [11] was real-
ized with Dafny [30]. Several case studies [36] were performed using VeriFast [25].
CBMC [12] was used in other industrial verification projects [28,15,39,27]. Each
new case study contributes to improve verification tools by pointing out their
limitations and by increasing the number of formally verified algorithms and
products.
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Conclusion and Future Work. We presented a formal verification of the heat-
seeker algorithm, a signature-based detection mechanism for JOP attacks that
monitors indirect control-flow edges to identify the repeated use of a dispatcher
gadget. By formalizing both the algorithm and the targeted class of JOP at-
tacks in a C model, we were able to apply the CBMC bounded model checker to
establish that any attack sequence conforming to our formalization is detected
by the algorithm. These results were verified for several configurations of the
model. Yet, the approach inherits the limitations of bounded model checking,
notably the exponential complexity as parameter values are increased. This work
contributes to the design of defense mechanisms with strong security guarantees
and illustrates how software verification techniques can be applied to models of
hardware implementations. Future work includes extending the formal model to
cover more complex JOP attacks, the construction of general models that enable
the detection of larger CRA variants, and experimenting with other verification
tools (in particular, from the SV-COMP competition).
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