
Systematic Mapping Study:
Formal Verification of Hypervisors

Lucas Ransan1,2 , Nikolai Kosmatov1 , and Frédéric Loulergue2

1 Thales Research and Technology, cortAIx Labs, Palaiseau, France
{lucas.ransan,nikolai.kosmatov}@thalesgroup.com
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Abstract. Hypervisors are a fundamental building block of modern
computing, supporting cloud infrastructures, virtualization platforms,
and security-critical systems. They enable multiple operating systems
to run on shared hardware while enforcing strong isolation. At the same
time, their low-level position in the software stack makes them particu-
larly sensitive: a single flaw can expose all hosted virtual machines and
impact confidentiality, integrity, and availability. Establishing their cor-
rectness is therefore essential. In this context, formal verification provides
a rigorous means to prove correctness and security properties, relying on
mathematically sound foundations. This state-of-knowledge paper sur-
veys existing work on the formal verification of hypervisors. It exam-
ines representative projects and approaches, comparing their verification
scope, tools, and guarantees. The paper further identifies key challenges,
including concurrency, low-level implementation details, and hardware
interactions, and highlights current trends and future directions.

Keywords: formal verification · hypervisors · state of knowledge · sys-
tematic mapping study

1 Introduction

Hypervisors have become a key component of modern computing systems, un-
derpinning cloud infrastructures, virtualization platforms, and security-critical
environments. By enabling multiple operating systems to share the same hard-
ware while providing strong isolation guarantees, hypervisors play a central role
in sharing resources, scalability, and system security. Their position at the lowest
layer of the software stack, however, also makes them an attractive target for
attackers: any vulnerability can compromise all hosted virtual machines, leading
to dramatic consequences for confidentiality, integrity, and availability. Type-1
hypervisors, also known as bare-metal hypervisors, run directly on the host hard-
ware and provide high performance and isolation, making them common in en-
terprise and cloud environments, whereas Type-2 hypervisors run on top of a
conventional operating system and are typically used for desktop virtualization,
testing, and development due to their ease of deployment and flexibility.
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Given this critical role, ensuring the correctness of hypervisors is of paramount
importance. Traditional testing and validation techniques are often insufficient
to provide the strong guarantees required in such high-assurance contexts. For-
mal verification has therefore emerged as a promising approach to rigorously
establish the correctness and security properties of hypervisors, offering mathe-
matically grounded assurances about their behavior.

This state-of-knowledge paper presents a concise survey of existing efforts in
the formal verification of hypervisors. It reviews key projects and methodologies,
highlighting their verification scope, applied tools, and achieved guarantees. By
synthesizing these contributions, the paper identifies current challenges, such as
concurrent code, real-life low-level code, and interactions with hardware, as well
as emerging trends and promising directions.

The survey aims to provide both researchers and practitioners with a struc-
tured synthesis of the field, offering insights into how formal methods can further
strengthen the trustworthiness of next-generation hypervisors.

Outline. The remainder of this paper is organized as follows. Section 2 presents
the research questions and the methodology we used to select and classify rele-
vant articles. Section 3 reports the results of our analysis of the selected papers
across various hypervisors. Section 4 discusses the lessons learned. Threats to
the validity of our findings are addressed in Sect. 5. Finally, Sect. 6 provides a
conclusion and an index of acronyms used in the paper.

2 Methodology

We conducted a systematic mapping study (SMS)—following the methodology
of Petersen et al. [44, 45]—to identify, classify, and compare published work
on the formal verification of hypervisors. The objective of the mapping is to
obtain a structured view of a research area whose contributions differ in target
hypervisor, verification scope, formal method, proof tool, and treatment of low-
level execution aspects.

2.1 Research Questions

The goal of this work is to characterize how formal verification has been ap-
plied to hypervisors and hypervisor components. We therefore defined research
questions that cover both the verification target and the verification method:

– RQ1: Which hypervisor is verified?
– RQ2: Which hypervisor components are verified?
– RQ3: Is concurrency taken into account during verification?
– RQ4: Which formal methods are used?
– RQ5: Which verification tools are used?

RQ1 identifies the concrete artifact considered by each study, such as an ex-
isting hypervisor, a research prototype, or an abstract hypervisor model. RQ2
records the part of the hypervisor covered by the verification effort, for instance
memory management, interrupt handling, scheduling, initialization, hypercall
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handling, or a complete (small) code base. RQ3 separates sequential verification
efforts from those that model interleavings, multicore execution, shared-memory
effects, weak memory, or concurrent hypervisor services. RQ4 classifies the ver-
ification approach, including deductive verification, model checking, symbolic
execution, abstract interpretation, and refinement-based verification; when rel-
evant, we also record proof approaches such as simulation, bisimulation, and
forward refinement. RQ5 identifies the concrete verification tool, such as an in-
teractive proof assistant, an automatic verifier, an SMT solver, a model checker,
or a combination of these tools.

2.2 Search Strategy
The search was designed to cover peer-reviewed work written in English, with-
out restricting the publication year. We did not impose a lower date bound
because the subject is recent and because early work on verified kernels, separa-
tion kernels, and virtual machine monitors remains relevant for understanding
later hypervisor-verification projects.

We searched major publisher and open-access repositories: ACM Digital Li-
brary, SpringerLink, IEEE Xplore, arXiv, and HAL. The search interfaces of
these repositories do not provide the same metadata filters. We therefore used
two search strings. For ACM Digital Library and SpringerLink, where the search
was applied to the full text, we used:

“hypervisor” AND (“formal verification” OR “functional verification”
OR “model checking” OR “abstract interpretation”).

For IEEE Xplore, arXiv, and HAL, where the search was applied to metadata
fields, we used the broader query:

“hypervisor” AND (“formal” OR “verification” OR “verified” OR “model
checking” OR “abstract interpretation”).

The initial searches returned 920 entries. After merging duplicate records and
screening titles and abstracts, 66 entries remained for full-text analysis. Figure 1
summarizes the selection process.

2.3 Study Selection
We defined inclusion and exclusion criteria before the final screening step. A
paper was included when it reports the use of formal methods to specify, model,
verify, or validate a hypervisor or one of its components. We also included work
on separation kernels when the artifact provides virtualization or hypervisor-
like isolation services, or when the paper is explicitly positioned as part of a
hypervisor-verification effort. This decision reflects the fact that the bound-
ary between hypervisors, virtual machine monitors, and separation kernels is
sometimes technical rather than terminological: several verified systems provide
memory isolation, partitioning, interrupt control, and controlled communication
without using exactly the same vocabulary.

We excluded papers that only use a verified hypervisor as an execution plat-
form, without contributing a verification result about the hypervisor itself. We
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IEEE Xplore HAL arXiv ACM Springer Total

Initial search 101 21 15 503 280 920

Title & abstract screening 18 10 2 17 24 71

Deduplication 66

LLM full-text screening 63

Manual full-text screening 54

Additions 56

Fig. 1. Paper selection methodology.

You are an academic research assistant. Determine if the following
paper is about the formal verification of hypervisors.

Title: title inserted here
Abstract: abstract inserted here

Answer strictly with ‘Yes’ if it is directly about the formal verification
of hypervisors. Answer ‘No’ if it is unrelated, or about a different
topic. Only output ‘Yes’ or ‘No’.

Fig. 2. Prompt for LLM-assisted abstract screening.

also excluded papers outside the scope of hypervisors or hypervisor-like isolation
mechanisms, unavailable papers, non-peer-reviewed material, and theses when
the relevant peer-reviewed publication was already included in the corpus. When
several papers described successive stages of the same verification project, we re-
tained the papers needed to represent the scope and evolution of the project,
and grouped them during the mapping phase.

2.4 Screening Procedure

The first screening step was performed on titles and abstracts. We used a proce-
dure assisted by large language models (LLMs) to reduce the cost of screening
the 920 initial entries. A Python script submitted the title and abstract of each
paper to Xiaomi’s MiMo-V2-Flash model with the prompt shown in Fig. 2. Man-
ual screening of the titles and abstracts of the papers filtered out by an LLM
was done only selectively due to their large number.

This step reduced the data set to 71 entries and after removing duplicate
entries, 66 papers remained. We then conducted a full-text screening. For this
step, the PDF files were submitted to Google’s Gemini 3 Flash with instructions
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to determine whether the paper concerns the formal verification of hypervisors
and to extract preliminary answers to the research questions. The resulting sum-
maries provided a first pass over the papers and led to the exclusion of three
papers. These papers were also double-checked manually.

The final inclusion decision and the final answers to the research questions
were established by reading the papers. During this manual validation step,
we corrected and completed the LLM-produced information and excluded eight
additional papers. The reasons for exclusion were the following:

– two papers were not available to us;
– four theses contained material already covered by included peer-reviewed

papers;
– four papers used a verified hypervisor but did not verify any part of that

hypervisor;
– two papers were not about hypervisors.

Finally, we added two papers we knew, relevant to the study, but not present in
the obtained 54 papers after the previous steps.

The use of LLMs is therefore limited to screening support and preliminary
extraction. The claimed classification is based on manual inspection of the se-
lected papers. This distinction is important because several papers use adjacent
terminology, such as virtual machine monitor, separation kernel, secure monitor,
or partitioning kernel, and require a reading of the technical content to decide
whether they belong to the mapping.

2.5 Mapping of Studies

For each included paper, we recorded the answers to the five research questions
in a structured extraction sheet. The extraction focused on the verified artifact,
the verified components, the concurrency model, the formal method, and the tool
chain. When the paper reported proof metrics, proof automation, or trusted as-
sumptions, we also recorded this information to support the discussion, although
these data were too heterogeneous and therefore were not used as independent
research questions in the classification table.

Some verification efforts are reported across several papers. This is the case,
for example, when an initial model is later extended to machine code, when a
memory-management proof is followed by an interrupt-handling proof, or when
the same hypervisor is considered at different abstraction levels. We therefore
group related papers by verification project in the results section. This group-
ing avoids counting a long-running verification effort as unrelated studies, and
provides readers with a more structured view by explicitly indicating which com-
ponents and proof techniques belong to the same verified artifact.

3 Results

In Table 1, we directly answer the five research questions.
In the remainder of this section, we present a brief summary of verification

efforts for each hypervisor.
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Table 1: Classification of the eligible studies

[36, 31,
11]

Anaxagoros Memory
management

Deduct. verif. Frama-C  

[55] ARLX1 Scheduling Deduct. verif. ACL2 #

[3, 5, 4,
43, 50]

Baby hypervisor Whole hypervisor Deduct. verif. VCC  

[21] Bao Cache coloring Deduct. verif. Frama-C #

[37] BedRock
HyperVisor2

Hypervisor’s core Refinement Coq, BRiCk  

[58, 60] CASMonitor1 Whole hypervisor Model checking Spin,
PROMELA

G#

[59] CertiKOS Interrupt injection Deduct. verif. Coq #

[35] Hafnium Hypercall interface Deduct. verif. Coq, Iris #

[7, 8] HASPOC
hypervisor

Hypervisor’s core Deduct. verif. HOL4, BAP G#

[32, 15] Hyper-V Whole hypervisor Deduct. verif. VCC  

[18] HyperEnclave Memory
management

Deduct. verif.,
Refinement

Coq,
mirlightgen

G#

[41, 26,
40]

KVM Memory
management

Refinement HOL4 #

[17, 38] MinVisor Memory
management

Deduct. verif.,
Symb. exec.

ACL2 #

[13] Miralis Instr. emulation,
mem. management

Model checking,
Symb. exec.

Kani, Sail #

[29] Muen
Separation
Kernel

Memory
management,
scheduling

Refinement Ada
SPARC,
GNAT

#

[54] NOVA Memory
management

Deduct. verif. PVS #

[10] NOVA Hypercall interface Model based
testing

Coq #

[42] Phidias Whole hypervisor Symb. exec. Custom G#

[47] pKVM Memory
management

Deduct. verif. CN #

[14] pKVM Memory
management

Symb. exec. Tpot #

[19, 20] PROSPER Whole hypervisor Deduct. verif. STP, BAP #

[22] Realm
Management
Monitor

ABI, Memory
management

Deduct. verif.,
Model checking

HOL4,
CBMC

G#

Refs Hypervisors Components Methods Tools C†

Continued on next page
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Table 1: Classification of the eligible studies (Continued)

[1] Security
MicroVisor

TCM boundaries Deduct. verif. Isabelle-
/HOL, BAP

#

[12] SecT’s
hypervisor

Memory
management

Refinement Prove &
Run

#

[24] SecVisor, sHype3 Memory
management

Model checking Murphi
(Muro)

 

[52] ShadowVisor,
SecVisor, sHype3

Mem. manag.,
access control

Model checking UCLID,
Plingeling

#

[34, 53,
33]

SeKVM Hypervisor’s core Deduct. verif. Coq  

[28] TbaaS’s
hypervisor

Hypervisor’s core Model checking PAT  

[6] Unnamed Memory
management

Deduct. verif. Coq #

[46] Unnamed Memory
management, I/O

Refinement AtelierB #

[49, 48] Unnamed Whole hypervisor
model

Deduct. verif.,
Symb. exec.

Coq #

[51] Xen Access control Model checking UVHM #

[2] Xen Access control Model checking SAL, PVS  

[57] Xen Userspace utilities Deduct. verif. Isabelle-
/HOL

#

[16] Xen Hypercall interface,
mem. manag.

Model checking CBMC #

[23] Xen,
ShadowVisor

Memory
management

Model checking CBMC  

[39, 25] Xenon1 Hypercall interface Refinement Circus  

[56] XMHF Hypervisor’s core Model checking CBMC #

[30] Xvisor, Xen,
Bao

Interrupt injection Deduct. verif. Isabelle-
/HOL

#

Refs Hypervisors Components Methods Tools C†

† Concurrency 1 Based on Xen 2 Based on NOVA 3 Xen extension

Anaxagoros. Anaxagoros is a secure microkernel that also functions as a cloud-
oriented hypervisor. Three studies [36, 31, 11] focus on the virtual-memory sub-
system, which is responsible for (i) enforcing that a guest may access only pages it
owns, (ii) guaranteeing that pages are used according to their declared type, and
(iii) maintaining per-page reference counters that bound the number of active
mappings. All works employ deductive verification on C code annotated in ACSL
and processed with the Frama-C toolset. Loulergue et al. [36] mention an ongoing
effort based on the Jessie and WP plugins, while Kosmatov et al. [31] augment

7



this approach with structural all-path testing (PathCrawler) to gain confidence
on the small portion of code that automatic provers cannot discharge. Blan-
chard et al. [11] further leverage the WP plugin together with SMT solvers and
use the Coq3 proof assistant to discharge residual lemmas concerning counting
predicates and concurrency-simulation constructs. The combined methodology
isolates unproved fragments, simulates interleavings of atomic steps to handle
multi-threaded execution, and proves that the global invariant—stating that the
actual number of mappings to any valid page is never larger than its counter
and never exceeds the maximum allowed value—is preserved.

Baby Hypervisor. In the Verisoft XT project, the Baby Hypervisor was built as
a minimal hypervisor for a simplified 32-bit RISC architecture (Baby VAMP).
Alkassar et al. [5] gave the first functional verification of this hypervisor using the
automatic C verifier VCC; they proved that the hypervisor correctly simulates
each guest by establishing coupling invariants between the concrete host state
and the abstract guest state, covering initialization, guest scheduling and the core
page-fault handling path. The same team also formalized the shadow-page-table
algorithm and proved correctness of its memory-virtualization invariants [3]4.
A further advance was made by Alkassar et al. [4], who modeled a translation
lookaside buffer (TLB) in VCC and verified the shadow page table algorithm
against a detailed hardware memory management unit (MMU) specification,
showing that the virtual TLB supplied to a guest follows the prescribed hard-
ware transition relation. The original verification only considered the C code;
the assembler portions (guest register save/restore, interrupt entry/exit) were
left unverified. Paul, Schmaltz, and Shadrin [43, 50] filled this gap by defining
an integrated semantics of a C intermediate language and a Macro-Assembler,
translating the Macro-Assembler code to C, and re-verifying it with VCC, thus
attaining full code coverage of the hypervisor.

Bao. Bao is a light open-source static hypervisor, intended for embedded and
real-time systems. Férreol et al. [21] focus on verifying the functional correct-
ness of the hypervisor’s memory-management subsystem that implements cache
coloring: the code that computes the color of a page, searches for a consecutive
set of free pages whose colors belong to a user-specified color vector, and marks
those pages as allocated. The authors use deductive verification: the C code is
annotated in ACSL and processed with the Frama-C/WP plugin, which gener-
ates verification conditions discharged automatically by SMT solvers (Alt-Ergo,
CVC5, Z3) and, when necessary, interactively in the Coq proof assistant. The
main contributions are a complete formal specification of Bao’s cache-coloring
mechanism, a machine-checked proof of the listed properties, and the identi-

3 Recently renamed to Rocq.
4 Although Alkassar et al. [3, 4] do not explicitly name the hypervisor they verify, we
attribute this work to the Baby Hypervisor based on its inclusion in the Verisoft XT
project and the chronological alignment with the Baby Hypervisor verification effort
reported in [5].
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fication of two subtle bugs in the original implementation together with their
fixes.

Huang et al. [30] focus on Bao’s interrupt-virtualization subsystem. The work
models the hypervisor’s handling of virtual interrupts in the list registers and
the associated in-memory “spilled list”, together with the interrupt handlers that
govern overflow and preemption. Using deductive verification in the interactive
theorem prover Isabelle/HOL, the authors encode the state of the virtual generic
interrupt controller (GIC), the list register cache, and the pending list as higher-
order logic records and define transition relations for a single interrupt-injection
step. Within this framework they prove a lemma showing that, under the näıve
injection policy (insert into the pending list when list registers are full), a higher-
priority interrupt can be delayed behind lower-priority ones—a priority-inversion
property that the model captures and that reflects a potential correctness issue
in Bao’s design.

CertiKOS. CertiKOS is a research hypervisor built for the x86 architecture that
relies on Intel VMX (Virtual Machine Extensions) and AMD SVM (Secure Vir-
tual Machine, also called AMD-V) extensions. Zhang and Guo [59] focused on
the interrupt-injection subsystem of CertiKOS: they modeled the non-virtualized
interrupt behavior (including the previously unmodeled interrupt-shadow) and
the virtualized interrupt controller, and then proved two key properties: safety
(the hypervisor never gets stuck while injecting) and reliability (injected inter-
rupts have the same effect as on bare metal). The verification is carried out
deductively in the Coq proof assistant; the abstract machines M0 (bare-metal)
and M1 (virtualized) are defined in Coq, and a simulation relation is proved
between them.

Hafnium. Hafnium is a thin hypervisor that implements the ARM Firmware
Framework for A-profile (FF-A) and is used to isolate security-critical compo-
nents such as keychains and digital wallets from the main operating system. Liu
et al. [35] formalized a subset of the FF-A hypercall application binary inter-
face (ABI) as realized by Hafnium and verify the correctness of the memory-
management and scheduling primitives that the hypervisor provides. The verifi-
cation is carried out by deductively proving properties in the Iris proof assistant:
functional correctness of the hypercall steps, preservation of page-ownership in-
variants, and a robust-safety guarantee that even a compromised guest virtual
machine (VM) cannot breach the integrity of pages belonging to other VMs. The
main contribution of the work is the development of VMSL, a novel higher-order
separation logic that enables modular reasoning about individual VMs and their
interactions, together with a mechanized soundness proof in Coq.

HASPOC. The HASPOC hypervisor is a lightweight static hypervisor that runs
at EL2 on ARMv8-A processors and forces inter-guest communication through
prescribed unidirectional channels. Verification effort by Baumann et al. [7, 8]
focuses on the memory-management subsystem, the interrupt controller config-
uration, peripheral ownership rules and the overall integrity of the hypervisor
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state. The approach combines deductive verification in the HOL4 theorem prover
with a machine-code level proof: an ARMv8 model is formalized, the hypervisor
design is captured as a refined HOL4 specification, and a bisimulation with an
idealized physically isolated model is proved; binary correctness of the compiled
code is then discharged using the Binary Analysis Platform (BAP) to generate
proof obligations that are solved by an SMT solver.

Hyper-V. Microsoft Hyper-V is a widely used type-1 hypervisor that runs on x86-
64 hardware. The verification effort reported by Leinenbach and Santen [32] fo-
cuses on the kernel stratum of Hyper-V, covering the memory manager (including
the shadow-page-table algorithm), the multiprocessor scheduler, and the basic
hypercall interface. Functional correctness (e.g., that the guest view of memory
matches the composition of guest and host page tables) and safety properties
(such as memory safety and absence of data races) are proved using deductive
verification with the VCC tool chain, which translates annotated C (and a small
amount of assembly) into Boogie verification conditions that are discharged by
the Z3 SMT solver. Cohen et al. [15] complement this work by developing a
theoretical foundation for multi-core hypervisor verification. They model a con-
current instruction set architecture (ISA) (including store buffers, caches and
MMUs), define an ownership-based programming discipline, and prove reduction
theorems that relate the concrete multi-core execution (ISA-sp) to an abstract
sequential model (ISA-u). Their theory also justifies the sound use of VCC for
reasoning about concurrent C code, assembly fragments, and device interaction,
and provides a simulation theorem for the shadow-page-table algorithm on pro-
cessors without hardware two-level translation.

HyperEnclave. HyperEnclave is a trusted execution environment (TEE) imple-
mented in Rust as an hypervisor. The verification effort described by Dai et
al. [18] concentrates on the hypervisor’s memory-management stack, namely the
allocation of physical frames, the manipulation of page-table entries, and the
construction of address-space structures that guarantee spatial isolation between
enclaves, the primary OS, and applications. The authors prove two kinds of prop-
erties: functional correctness of the paging subsystem (the code correctly imple-
ments the intended page-table updates) and an information-flow non-interference
property (an untrusted domain cannot read or overwrite enclave memory). To
obtain these results they adopt a deductive, layered verification methodology
based on the CCAL5 framework: a lightweight operational semantics for Rust’s
Mid-level IR (MIR) is formalized in Coq, the hypervisor’s MIR is automati-
cally emitted by the tool mirlightgen, and a series of refinement proofs relates
the concrete MIR code to an abstract functional specification and finally to the
high-level security model.

KVM & Derivatives. KVM (Kernel-based VM) is a virtualization kernel module
that allows Linux to function as a hypervisor. Nemati et al. [41] formalized the

5 Certified Concurrent Abstraction Layers
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memory-management component of a minimal ARMv7 hypervisor using direct-
paging and proved memory isolation and information-flow security in HOL4,
refining an abstract model to C code against an ARMv7 ISA model. Guanciale
et al. [26] demonstrated that this cache-free model is unsound: virtual aliases
with mismatched cache attributes or self-modifying code induce cache incoher-
ence, breaking verified isolation. Building on this, Nemati et al. [40] provided a
HOL4 framework for verifying integrity-preserving countermeasures by compos-
ing hardware obligations (MMU domain, cache-coherency) with existing proofs.

SeKVM retrofits Linux KVM by restricting the trusted computing base
to a small core (KCore) in EL2, while remaining services (KServ) run un-
der the host kernel in EL1. Li et al. [34, 33] verified isolation components—
stage-2 page tables, TLB maintenance, cache flush, SMMU handler, and hyper-
call dispatcher—using non-interference invariants in Coq with CompCert-parsed
code and transparent-refinement layers. Tao et al. [53] extended this with a
relaxed-memory layer, proving SeKVM satisfies six weak-data-race-free condi-
tions under Arm’s Promising-Arm model.

Protected KVM (pKVM) powers Android’s Virtualization Framework, with
verification targeting shadow page-table management, VM-exit handling, and
vCPU scheduling to ensure memory safety, strong isolation, functional correct-
ness, and deterministic scheduling. Pulte et al. [47] applied deductive verification
in Coq using VST and CompCert, refining abstract specifications to C imple-
mentations. Cebeci et al. [14] complemented this with model checking (CBMC)
on assembly fragments and symbolic execution (KLEE) on device I/O paths.

MinVisor. MinVisor is a minimal type-1 hypervisor for the x86 platform that
uses AMD-V’s nested paging to isolate the hypervisor’s own memory, the VM
Control Block and selected model-specific registers (MSRs) from a potentially
malicious guest. The verification effort reported by Dahlin et al. [17] focuses on
the code that creates the nested page tables, proving that the resulting transla-
tion is an identity map for all addresses outside the protected region and forces
a page-fault for any address that belongs to MinVisor’s memory image. McCoyd
et al. [38] extend this work by showing that, once the page tables are established,
the protected resources remain unchanged during arbitrary guest execution, i.e.,
the hypervisor’s memory and the guarded MSRs (control registers) are invari-
ant under all guest instructions that do not trigger an intercept. Both papers
employ a deductive, bottom-up approach: the implementation is translated to
a simplified Y86++ instruction set, annotated with compositional cut-points
(inductive assertions), and the resulting verification conditions are discharged
automatically by the ACL2 theorem prover.

Miralis. Miralis is a small, open-source RISC-V hypervisor written in Rust that
runs in M-mode (Machine mode, i.e. the highest privilege level) and isolates
untrusted M-mode code from a trusted execution environment. In Castes et
al. [13], the verification effort focused on two major subsystems: the instruction-
emulation path for privileged instructions and interrupts, and the memory-
protection mechanism that underlies isolation. Using a model-checking approach,
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the authors instantiated the official Sail specification of RISC-V as a Rust library
and employed the Kani Rust model checker to symbolically execute the hyper-
visor code against the reference model. This setup allowed them to state the
“faithful emulation” and “faithful execution” criteria as unit-test-like assertions,
proving that Miralis correctly emulates all privileged instructions and delivers
virtual interrupts, and that loads and stores respect the intended memory isola-
tion guarantees.

Muen Separation Kernel. The Muen separation kernel is a small, generative
hypervisor that runs on x86-64 processors with Intel VT-x support and pro-
duces a tailor-made kernel, page tables and subject binaries from an XML-
based policy describing a fixed set of subjects, their memory channels and a
cyclic schedule. In Haque et al. [29], the verification effort focuses on the kernel’s
memory-management and scheduling infrastructure: the page-table construction,
the enforcement of read/write/executable permissions, the handling of the VT-x
virtual-machine control structures, and the timer-driven scheduler that switches
subjects according to the major/minor-frame schedule. To reason about these
components the authors introduce a conditional parametric refinement method-
ology and carry out the proof in the SPARK Ada environment, discharging
verification conditions with automated SMT solvers. The main contribution is
a two-step approach that first proves, once for all, that the parametric kernel
template refines an abstract specification under a set of natural assumptions on
the parameter values (injectivity of page tables, correct permission encoding,
etc.), and then checks those assumptions for each generated configuration using
a lightweight condition-checking tool. This yields machine-checked conformance
proofs for dozens of policies and also uncovers latent bugs such as undeclared
shared memory channels.

NOVA & Derivatives. NOVA is a type-1 micro-hypervisor for x86 that is writ-
ten in C++ with a small amount of inline assembly. The verification effort de-
scribed by Tews et al. [54] concentrates on the low-level memory subsystem:
a stack of three formal memory models (physical RAM, memory-mapped de-
vices, and page-table based virtual memory) is developed in the interactive the-
orem prover PVS and shown to satisfy a plain-memory abstraction. Using this
stack, the authors verify that accesses to blessed memory regions preserve val-
ues, that page-table updates respect alignment and reserved-bit constraints, and
that reads/writes to device registers respect type-, alignment- and access-mode
restrictions.

Becker et al. [10] adopt a complementary, model-based approach for the same
hypervisor. An abstract Coq model of NOVA’s state (processes, threads, capabil-
ities, scheduling objects, etc.) is defined, and high-level security properties such
as authority confinement and memory confinement are proved by induction on
execution traces. The Coq development is extracted to OCaml, which is then
used as an executable oracle in a conformance-testing framework that runs gen-
erated traces on the actual NOVA implementation and compares final states.

12



This combination of deductive reasoning (Coq proofs) and systematic testing
bridges the gap between the abstract model and the low-level C++ code.

Malecha et al. [37] extend the verification frontier to the commercial BedRock
HyperVisor, which builds on NOVA’s micro-kernel. The BedRock HyperVisor is
verified using the BRiCk program logic for C++ (implemented on top of the
Iris separation-logic framework in Coq). Verification targets include lock-free
data structures, the inter-process communication subsystem, and the hypervi-
sor’s round-up protocol; proofs are expressed as Hoare triples over C++ code
and rely on Coq’s automation, custom hints, and extraction of verified code.

Phidias. Phidias is a deliberately minimal static type-1 hypervisor intended for
embedded systems. Nordholz [42] verify two principal safety properties of this
static kernel: (1) hypervisor integrity—i.e., the immutability of the hypervisor’s
code, page tables and internal data structures—and (2) guest non-interference,
ensuring that no hypervisor code path can leak information from one guest to
another. The verification is carried out by a custom symbolic-execution engine
that directly interprets the compiled bootable image; symbolic states are fed to
the Z3 SMT solver to check invariants on each explored path.

PROSPER. PROSPER is a minimal separation kernel for the ARMv7-A archi-
tecture that runs two statically-allocated guest partitions, enforces isolation via
the MMU, schedules the guests with a static round-robin policy, and provides
asynchronous message-passing through hypercalls. In Dam et al. [19, 20], the ver-
ification effort covers the MMU configuration, the scheduler, and the hypercalls
that implement message delivery. The main security property proved is a trace-
equivalence between the concrete implementation and a top-level ideal specifica-
tion, which yields the usual non-interference style guarantees of no-exfiltration
and no-infiltration. To obtain these results the authors used deductive verifica-
tion in the HOL4 theorem prover for the architectural lemmas and the overall
bisimulation proof, and they combined this with binary-code verification of the
kernel handlers: the ARMv7 assembly was lifted to BAP’s intermediate lan-
guage, weakest preconditions were generated, and the resulting formulas were
discharged by an SMT solver (STP).

Security MicroVisor. Security MicroVisor (SµV) is a lightweight software-based
hypervisor intended for IoT microcontrollers that lack a hardware MMU. It par-
titions the device memory into a trusted computing module (TCM) and an un-
trusted application region, enforcing that code residing in the application region
may only read or write its own data and may invoke TCM code solely through
designated entry points. Ahmadi et al. [1] model the memory-management and
control-flow mechanisms of SµV and verify that the following properties hold:
(i) an untrusted application cannot read from or write to the TCM, and (ii)
it cannot jump to or call arbitrary TCM instructions except at the safe entry
points. The verification is carried out by a deductive approach in Isabelle/HOL:
assembly programs generated from C source via the Binary Analysis Platform
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are encoded as Isabelle theories, an adversary model is defined, and a suite of
conformance predicates is proved to be satisfied for all reachable states.

Xen & Derivatives. Xen is an open-source, dynamic type-1 hypervisor that runs
a privileged control domain (Dom0) and multiple guest domains (DomU). She et
al. [51] introduced a lightweight binary-level model-checking pipeline that proves
a safety invariant of the access-control module, called XSM-ACM, directly from
the compiled image. Alexander et al. [2] built a configurable model in the SAL
model checker for Xen’s inter-VM communication and mandatory access control
(MAC) mechanisms, verifying both confidentiality/integrity soundness proper-
ties and boot-progress completeness theorems for systems with up to nineteen
domains. Verbeek et al. [57] combined automated invariant generation, sym-
bolic execution of the x86-64 instruction set, SMT solving, and Isabelle/HOL
to certify memory-usage theorems for hundreds of functions extracted from pro-
duction Xen binaries, showing that return-address integrity can be proved with
modest manual effort. Cook et al. [16] applied bounded model checking (using
the CBMC tool) together with aggressive slicing and assembly modeling to the
hypercall interface and page-table checks, enabling rapid reachability analysis
of real security advisories. Franklin et al. [23] presented a parametric guarded-
command model of Xen’s shadow-paging and context-caching subsystem and
proved address-space separation for arbitrarily many VMs using small-model re-
duction and CBMC. Finally, Huang et al. [30] formalized Xen’s ARM interrupt-
injection policy in Isabelle/HOL and showed that higher-priority virtual inter-
rupts are never lost, providing a machine-checked guarantee for this component.

ARLX (ARINC 653 Real-time Linux on Xen) extends the open-source Xen
hypervisor to the ARINC 653 standard for safety-critical avionics systems, imple-
menting time and space partitioning along with I/O bandwidth management.
In Vanderleest et al. [55], the formal verification effort, conducted by Rock-
well Collins, focuses specifically on the ARINC 653 scheduling subsystem. The
analysis targets security properties related to information flow control and re-
source isolation between partitions. The methods employed include structural
analysis for call tree construction, classification of 195 global variables and 375
data structure types, and information flow analysis using the Data Flow Logic
(DFL) framework developed by Rockwell Collins. DFL leverages a C intermedi-
ate language as a frontend and ACL2 as the underlying theorem prover, enabling
automated verification of information flow properties specified through C anno-
tations.

CASMonitor is a secure, high-assurance hypervisor prototype derived from
the open-source Xen hypervisor, designed to meet the B3 level or higher of the
TCSEC (Trusted Computer System Evaluation Criteria) standard6. Wang et
al. [58] use the Spin model checker to verify design-level properties, including
the correctness of the Chinese-Wall security policy (ensuring mutually exclu-
sive domains cannot run simultaneously), consistency of hypercall communica-
tion (a domain waiting for a message remains blocked), and memory isolation

6 predecessor of Common Criteria for Information Technology Security Evaluation
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between guest domains and the hypervisor (domains run at RING 1 privilege
level without direct access to RING 0 resources). The hypervisor components
such as domain control, scheduling, memory management, hypercalls, and the
Chinese-Wall policy are modeled in PROMELA (Process Meta Language), and
properties are verified using linear temporal logic formulas. Zhang and Zhao [60]
combine the B Method with model checking to verify the consistency between
the security policy model and its formal top-level specification. This approach
constructs an abstract specification of the Chinese-Wall policy as a B abstract
machine, then refines it into a more concrete formal specification that includes
detailed models of domain management, virtual CPU scheduling (using round-
robin), grant tables, event channels, and MAC. Correspondence analysis and
conformance testing are performed using the Event-B tool to ensure semantic
consistency between the abstract security policy model and the refined model.

Xenon is a high-assurance separation hypervisor that has been obtained by
re-engineering Xen so as to enforce a strict information-flow policy between the
domains that it hosts; the policy is expressed in a CSP-style independence condi-
tion that guarantees that actions performed by a high-privilege domain cannot
influence the observable behavior of a low-privilege domain. McDermott and
Freitas [39] introduce a formal security policy written in the Circus language—a
combination of Z, CSP and the refinement calculus—and they show that the pol-
icy is preserved by refinement, which makes it possible to reason about successive
implementation stages of the hypervisor without losing the security guarantee.
In a later work, Freitas and McDermott [25] build on this foundation by giving
a detailed Circus specification of the Xenon kernel, covering the hypercall in-
terface, the management of virtual interrupts (event channels), the grant-table
mechanism for shared memory, and a round-robin scheduler that is modeled as an
abstract state transition system. The verified properties include non-interference
of the scheduler, the absence of illegal memory accesses through the grant tables,
and the correctness of the hypercall operations that mediate access to virtual
CPUs, memory pages and event channels, all of which are shown to be deter-
ministic under the lazy-abstraction construction that captures the behavior of
an arbitrary high-level attacker. Verification is carried out deductively: the Cir-
cus models are type-checked and the associated proof obligations—precondition
feasibility, invariant preservation and refinement steps—are discharged with the
Z/Eves theorem prover and the CZT tool chain that supports Circus, while the
independence definition provides the logical basis for the security proofs.

sHype is a MAC extension of the Xen hypervisor that enforces a Chinese-
Wall separation policy among virtual machines. The hypervisor mediates mem-
ory accesses through shadow page tables and checks each VM’s request against
a policy that groups workloads into Conflict-of-Interest (CoI) classes; a VM
may access at most one workload of a given class, which guarantees that no
VM can observe data from competing classes. Franklin et al. [24] use a cus-
tom parametric temporal logic to express the security property stating that if
a VM has access to a workload, then all previously accessed workloads belong
to the same CW-type or to different CoI classes. The authors instantiate the
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model in the Muro model checker and obtain a cut-off of one VM, and prove
that the Chinese-Wall policy holds for an arbitrary number of VMs using a
small-model theorem. Sinha et al. [52] introduce a complementary methodology,
called Small-Short-World (S2W), which combines inductive invariant checking,
localization-abstraction (“small world”) and bounded model checking (“short
world”) to scale verification of hypervisors that manipulate large data struc-
tures such as page tables and caches. For sHype they extract from the security
property a dependence set containing only the per-VM access bits that must be
modeled precisely; the remaining entries of the policy matrix are abstracted to
nondeterministic values. The abstract model is then analyzed with the UCLID
tool (an SMT-based bounded model checker) after computing a short diameter
bound (nine steps in the reported experiments). The approach validates the same
Chinese-Wall property as the parametric method but does so without relying on
a cut-off theorem, showing that the property can be verified automatically after
a few abstraction-guided steps. Both papers demonstrate that formal verifica-
tion of MAC-enforced hypervisors is practically achievable despite the presence
of unbounded data structures, also applying these methodologies to the SecVisor
hypervisor.

XMHF. The eXtensible and Modular Hypervisor Framework (XMHF) is a type-
1 hypervisor that provides a small trusted core together with a thin library of
APIs intended for the construction of security-oriented hypervisor applications
(hypapps). Vasudevan et al. [56] concentrate on verifying a memory integrity
property, enforced through the proper initialization of hardware page tables,
direct memory access (DMA) protection tables, and the preservation of intercept
entry points during runtime. The authors introduced the DRIVE methodology,
which enumerates six design properties: modularity, atomicity of initialization
and intercept handling, memory-access-control protection, correct initialization,
proper mediation of guest and device accesses, and safe state updates. Most of
the 6,018 lines of core code were subjected to automated verification using the
bounded model checker CBMC, which checks inserted assertions that encode
the DRIVE conditions; 5,208 lines of C code were proved correct in under two
minutes with modest memory consumption, while the remaining stable C and
assembly fragments were inspected manually.

Other Verification Efforts. Bolignano [12] conducted a verification study on
a type-1, ARMv7 hypervisor developed at TU Berlin, which isolates multiple
guest operating systems using shadow page tables. The authors focused on the
memory-management subsystem, specifically the map and unmap primitives, and
proved two security properties for each guest: integrity and confidentiality. Using
a refinement-by-abstraction methodology, they introduced an abstract model
in which the concrete page-table structures are replaced by abstract segments,
and proved that every concrete transition is simulated by the corresponding
abstract transition via commutation lemmas. All proofs were mechanized in the
Prove&Run tool chain (Smart language with interactive theorem prover and
SMT solving).
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Hao et al. [28] modeled the TBaaS (Trusted Block as a Service) hypervi-
sor7—a minimal cloud hypervisor handling only two hypercalls (data-arrival
from the management VM and job-done from the Trusted Block) and relying
on paged memory management, trap-and-emulate execution, and TPM-based
measurement—using their vTRUST framework. They encoded the hypervisor,
MMU, device drivers, and TPM in CSP# and subjected the resulting transi-
tion system to the PAT model checker. The verification targeted confidentiality,
verifiability, strong and weak isolation, and PCR-consistency, expressed as reach-
ability properties. A notable contribution was the fully automated discovery of
a boot-loader/hypervisor relocation bug that violates all security properties,
demonstrating that model checking can scale to realistic cloud hypervisors.

The Realm Management Monitor is a firmware component of Arm’s Confi-
dential Computing Architecture that executes at privilege level EL2 and func-
tions as a separation kernel, mediating between the untrusted host hypervisor
and protected execution environments called Realms. The verification effort ex-
posed by Fox et al. [22] addressed both the specification and a prototype C
implementation, targeting properties such as the preservation of key invariants
governing Realm state consistency and page table structure, memory isolation
between distinct Realms, and deadlock freedom for concurrent operations. The
methodology combined interactive theorem proving using HOL4 to validate the
specification-level properties and derive the isolation guarantees, model checking
with CBMC to verify that the implementation correctly refines the specifica-
tion through automatically generated verification harnesses extracted from the
machine-readable specification.

Barthe et al. [6] formalized a hypervisor responsible for memory sharing, TLB
management, data cache control, and privilege mode transitions required for con-
text switches. The authors proved a system-level non-interference theorem: for
any two initial states differing only in a victim OS’s secret data, an attacker con-
trolling the scheduler cannot distinguish executions by observing cache evictions,
provided the victim runs constant-time code. The development (approximately
30 k lines of Coq) captures virtual-address translation, TLB, VIP-cache, and hy-
percall handling, and provides a reusable framework instantiable with concrete
replacement and write policies.

Plouviez et al. [46] presented a small, static hypervisor for the many-core
TSAR chip, where each VM occupies a contiguous set of clusters and accesses
hardware only through hardware “doors” that enforce spatial isolation. The ver-
ified software initializes these doors, mediates I/O commands via registration
buffers, and performs memory-partition checks before permitting VM interac-
tion with physical storage. Using the B Method, the authors built an abstract
specification, refined it to C code, and discharged over two thousand proof obli-
gations with AtelierB. The verification targets VM-to-VM memory isolation,
DMA address validation, absence of buffer- and integer-overflows, and guaran-
teed termination of the main loop. The effort is limited to a static configuration

7 We believe it is SandVisor[27].
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where VMs are fixed at power-up, assumes the underlying hardware doors op-
erate correctly, and leaves a small amount of low-level glue code unverified.

Rusu et al. [49, 48] proposed a formal model of a small full-virtualization
monitor for ARM machine code, which alternates between a static analysis
phase (scanning and optionally instrumenting instructions) and a dynamic ex-
ecution phase (running blocks of checked code). The hypervisor is represented
as a transition system with modes and components tracking the next instruc-
tion to analyze and execute. The verification targeted two functional properties:
an invariance property ensuring that no special (potentially unsafe) instructions
are executed in processor mode, and a partial-correctness property guarantee-
ing that the effect of virtualized execution on processor state matches that of
unvirtualized execution upon termination. The authors generalized Reachability
Logic to arbitrary transition systems, embedded the proof system in Coq, and
used abstract symbolic execution with incremental invariant strengthening to
construct inductive invariants.

4 Discussion

Techniques and Tools. The most used techniques for hypervisor verification are
deductive verification and model checking, in some cases using refinement to
connect abstract specifications and concrete implementations. Model checking is
the most widely used automatic technique, e.g. with UCLID [52], Spin [58, 60],
CBMC [23, 56, 16, 22], Kani [13], and PAT [28].

Deductive verification, on the other hand, is the workhorse for the majority
of deep, property-preserving proofs. VCC (used on the Baby Hypervisor [3, 5, 4,
43, 50] and Hyper-V [32, 15]) and Frama-C/WP (used on Anaxagoros [36, 31, 11]
and Bao [21]) operate directly on annotated C code, generating proof obligations
that are discharged by automatic SMT solvers with occasional interactive proofs.
The overall dependency on interactive provers is significant: more than two thirds
of the surveyed works eventually resort to Coq [59, 10, 49, 6, 48, 34, 53, 33, 37,
35, 18], Isabelle/HOL [57, 1, 30], HOL4 [41, 7, 26, 40, 8, 22], or PVS[54, 2].
This reflects the inherent difficulty of reasoning about hypervisor components:
page-table management, TLB handling, and interrupt injection involve intricate
layered invariants, ownership predicates, and simulation relations.

Notably, refinement (e.g. based on Z or B approaches) is used both as a
forward methodology and as a backward validation. In forward usage (e.g.,
Muen [29], SeKVM [34, 53, 33], pKVM [47]), a high-level abstract specifica-
tion is progressively refined to C code, yielding a single end-to-end proof chain.
In backward usage (e.g., NOVA/BedRock [10]), an abstract model is built from
existing code and compared to it, allowing the proof to stay at a higher level
while relying on testing or translation toolchains (CompCert, BAP) to establish
the code-to-model link.

Maintainability and Reproducibility. A practical concern is that the longevity
of verification tools is sometimes below that of the target hypervisors. VCC, for
instance, is not supported today, while Hyper-V is still actively used. This asym-
metry raises questions about the long-term maintainability of machine-checked
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guarantees. The recently established practice of rigorously preparing and archiv-
ing verification artifacts at major formal methods conferences should ensure at
least the reproducibility of proofs and deserves to be generalized.

Verified Components. Memory management consistently emerges as the most
frequently verified subsystem. This is hardly surprising: page-table structures,
TLB handling, physical frame allocation, cache coloring, and DMA protection
are the primary mechanisms by which a hypervisor enforces spatial isolation be-
tween domains. The second most common target is interrupt and scheduling sub-
systems, where correctness requirements demand precise modeling of hardware-
assisted virtualization (VMX, SVM, GIC) and of the processor’s interrupt-
delivery pipeline. Hypercall interfaces are another relatively well-covered com-
ponent. In contrast, components such as device emulation, I/O virtualization,
cryptography subsystems, and multi-core synchronisation receive comparatively
little formal attention in this context.

Hardware Constraints. A notable deficiency across the surveyed literature is
the limited treatment of realistic hardware constraints and concurrency. Most
works model only a simplified memory hierarchy, and even when a full ISA
model is used, components such as the instruction cache, store buffers, cache-
coherency protocols, and speculative execution are typically omitted. Notable
exceptions include [26], [40]. Multi-core aspects are addressed in some efforts,
such as SeKVM’s relaxed-memory layer [53] and Hyper-V’s theoretical multi-core
framework [15]. Yet, the vast majority of the surveyed articles confine verification
to a sequential or single-core model, a limitation that is explicitly acknowledged
by their authors.

Recent Trends. Since 2021, the community has increasingly turned to Rust as
the implementation language of choice for new hypervisor projects such as Hy-
perEnclave [18] and Miralis [13]. Another emerging trend is the combination of
deductive verification with large-scale automated analysis. The pKVM verifica-
tion effort [47, 14] exemplifies this hybrid methodology: deductive verification in
Coq/VST proves deep invariants about shadow page tables and VM-exit han-
dling, while CBMC and KLEE provide complementary coverage on assembly
fragments and I/O paths. Verification of real-life code attracts increasing atten-
tion (e.g. [37, 47, 14, 18, 13]) but still remains a challenge.

5 Threats to Validity

This survey is subject to several threats to validity. The main threat is related
to the representativity of the selected papers. The selection of primary studies
may be incomplete, as relevant work on hypervisor verification could have been
omitted due to overfiltering by the LLMs, limited search queries, publication
venues, or accessibility constraints. To mitigate this risk, we attempted to cover
major publication databases and perform automatic selection of papers with
relevant keywords followed by a careful screening. The rapidly evolving nature
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of this research domain also increases the risk of missing recent or less visible
contributions. Moreover, some verification projects are published on the web
rather than in peer-reviewed papers, e.g. the AWS Nitro System [9].

Second, the comparison of approaches may be affected by subjective inter-
pretation, particularly when assessing the scope of verification, the strength of
guarantees, or the level of automation provided by different tools. Differences
in reporting practices across papers further complicate direct comparisons. The
presentation methodology has significantly evolved and become more structured
over years, with a clear statement of contributions along with a companion arti-
fact in recent papers, which was not general practice in earlier papers. We tried
to carefully take into account this risk during our study.

Third, the evaluation of verification scope and assumptions relies on the
information provided by the original authors, which may vary in terminology,
precision or completeness. Some relevant work may use terms such as virtual
machine monitor, separation kernel, secure monitor, partitioning kernel, or vir-
tualization layer without mentioning hypervisors in the searchable metadata. We
declare that our selection is based on explicit statements made by the authors in
their papers. The manual validation step mitigates misclassification inside the
retrieved set, but it cannot guarantee that all relevant papers outside the search
results were found.

Finally, the generalizability of the findings can be limited. Indeed, the se-
lected works present results for specific hypervisors, hardware models, or threat
assumptions, which may not extend to other systems or deployment contexts.
This limitation is reported explicitly: the purpose of our study is to provide a
structured view of the field, without claiming exhaustiveness.

6 Conclusion

This paper presents a systematic mapping study on formal verification of hy-
pervisors. It surveys a selection of 56 papers from archival repositories and em-
phasizes their verification scope, used techniques and tools. Key challenges and
future work directions include scalable concurrency verification, comprehensive
hardware modeling, and end-to-end proofs of real-life hypervisor code bases.
Aligning formal verification efforts of hypervisors with certification standards,
such as Common Criteria or DO-178C, will facilitate their adoption in safety-
critical domains.
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