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Tool context: ACSL, Frama-C and its deductive verification plugin WP

Frama-C is a platform for analysis and verification of C programs

ACSL (ANSI C Specification Language) supported by Frama-C

WP plugin: Weakest Precondition based tool for deductive verification 

Proof of semantic properties of the program

Modular verification (function by function)

Input: a program and its specification in ACSL

WP generates verification conditions (VCs)

Relies on Why3 and Automatic Theorem Provers to discharge VCs

- Alt-Ergo, Z3, CVC4, CVC5, …
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Example of a C program annotated in ACSL
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Resulting code after generating assertions 

with MetAcsl and proof with Frama-C/WP:
Initial C code:

Specification and Verification of Global Properties (Metaproperties) with MetAcsl

MetAcsl

Contrary to an assert, 

a check is not kept in the 

proof context and does 

not overload the proof

MetAcsl instantiates a 

metaproperty in all 

relevant locations

If all instances are proved, 

the metaproperty is true
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Motivation: avoid interactive proof

▌Many successful applications of deductive verification in recent years

▌Deductive verifiers manage to automatically prove the greatest number of proof goals, also 

called proof obligations, or verification conditions (VCs)

This is in particular due to powerful and constantly evolving SMT solvers they rely on. 

▌The remaining unproven goals typically require some form of interactive proof: 

with a proof script indicating a few initial proof steps to make the goal more suitable for an automatic prover, or 

a fully interactive proof in a proof assistant like Coq. 

▌The need for an interactive proof remains an important obstacle to a wider application of 

deductive verification on large projects
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Proposal: New proof strategy mechanism to generate scripts automatically 

▌Instead of creating the proof script interactively in Frama-C/WP

With much time spent for try-and-wait-and-debug attempts

▌The verification engineer creates a proof strategy 

Written directly in the source code as a special annotation

Including one or several alternatives (proof tactics) to try 

- unfolding, rewriting, enumerating, calling a solver,…

Indicating possible strategies to apply on the resulting proof goals (children)

Possibly attached to specific proof goals

Typically, applied to help automatic SMT solvers to prove the goal

▌The tool automatically tries to apply provided strategies and records a proof script when the 

proof succeeds
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Strategy — Alternatives

1 2

3

4



Th
is

 d
o

c
u

m
e

n
t 

m
a

y
 n

o
t 

b
e

 r
e

p
ro

d
u

c
e

d
, 
m

o
d

if
ie

d
, 

a
d

a
p

te
d

, 
p

u
b

lis
h

e
d

, 
tr

a
n

sl
a

te
d

, 
in

 a
n

y
 w

a
y
, 
in

 w
h

o
le

 o
r 

in
 

p
a

rt
 o

r 
d

is
c

lo
se

d
 t

o
 a

 t
h

ir
d

 p
a

rt
y
 w

it
h

o
u

t 
th

e
 p

rio
r 

w
ri
tt

e
n

 c
o

n
se

n
t 

o
f 

Th
a

le
s

-
©

 T
h

a
le

s
2

0
1

8
 A

ll 
ri
g

h
ts

 r
e

se
rv

e
d

.

9

New proof strategy mechanism : examples

▌Example 1: a lemma unproven in Frama-C/WP with Alt-Ergo

▌A proof strategy that generates a script proving the lemma
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New proof strategy mechanism : examples

▌Example 2: a lemma unproven in Frama-C/WP with Alt-Ergo

▌A proof strategy that generates a script proving the lemma
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Demo: Script Tactics

1 2

3

4

4
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Demo: Generated script thanks to the provided strategy
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New proof strategy mechanism : initial experiments

▌Applied to the proof of the real-life JCVM code at Thales

8,000+ lines of C and 30,000+ lines of ACSL  

Complete proof for 85,000 goals using Alt-Ergo with a 250s timeout requires 800+ proof scripts. 

▌With the new extension: significant time savings

after a manual creation of strategies (∼2 days), 

WP automatically produces more than 50% of the required scripts, whose 

Their manual creation would take ∼1 person-month. 

▌An even greater number of proof scripts is expected to be generated from strategies

This will strongly facilitate industrial verification



Th
is

 d
o

c
u

m
e

n
t 

m
a

y
 n

o
t 

b
e

 r
e

p
ro

d
u

c
e

d
, 
m

o
d

if
ie

d
, 

a
d

a
p

te
d

, 
p

u
b

lis
h

e
d

, 
tr

a
n

sl
a

te
d

, 
in

 a
n

y
 w

a
y
, 
in

 w
h

o
le

 o
r 

in
 

p
a

rt
 o

r 
d

is
c

lo
se

d
 t

o
 a

 t
h

ir
d

 p
a

rt
y
 w

it
h

o
u

t 
th

e
 p

rio
r 

w
ri
tt

e
n

 c
o

n
se

n
t 

o
f 

Th
a

le
s

-
©

 T
h

a
le

s
2

0
1

8
 A

ll 
ri
g

h
ts

 r
e

se
rv

e
d

.

14

Conclusion

▌A new mechanism to automate proof in Frama-C/WP

▌Facilitates deductive verification on large projects, avoids time-consuming interactive proof scripts

▌Makes the proof more robust w.r.t. changes in the code, spec, tools…

▌Promising experimental results on an industrial project at Thales

Future Work

▌Extend the strategy language for more complex strategies (e.g. with instantiation)

▌A larger evaluation on other projects

▌Scaling to large programs having parts with and without low-level operations, or where some of the 

maintained properties are irrelevant 

Collaborative memory models

More abstract levels of reasoning
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Source:
CCpart3v3.1 - Table 1
(https://www.commoncriteriaportal.org/cc/)

EAL1 Functionally tested

EAL2 Structurally tested

EAL3 Methodically tested and checked

EAL4 Methodically designed, tested and 

reviewed

EAL5 Semiformally designed and tested

EAL6 Semiformally verified design and 

tested

EAL7 Formally verified design and tested

Common Criteria: Evaluation assurance levels (EAL)

https://www.commoncriteriaportal.org/cc/


Th
is

 d
o

c
u

m
e

n
t 

m
a

y
 n

o
t 

b
e

 r
e

p
ro

d
u

c
e

d
, 
m

o
d

if
ie

d
, 

a
d

a
p

te
d

, 
p

u
b

lis
h

e
d

, 
tr

a
n

sl
a

te
d

, 
in

 a
n

y
 w

a
y
, 
in

 w
h

o
le

 o
r 

in
 

p
a

rt
 o

r 
d

is
c

lo
se

d
 t

o
 a

 t
h

ir
d

 p
a

rt
y
 w

it
h

o
u

t 
th

e
 p

rio
r 

w
ri
tt

e
n

 c
o

n
se

n
t 

o
f 

Th
a

le
s

-
©

 T
h

a
le

s
2

0
1

8
 A

ll 
ri
g

h
ts

 r
e

se
rv

e
d

.

18

Common Criteria: Certified products (consulted on March 7, 2024) 
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JCVM: Standard Specification (2/2)

- The Firewall guarantees isolation of heap data 

between different contexts

- Java Card Runtime Environment (JCRE) context is a 

privileged context devoted to system operations 

- Well-defined exceptions: global arrays, shareable 

interfaces,…
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Security Aspect

#.Firewall: “The Firewall shall ensure controlled sharing of class instances, and isolation of their data and code 

between packages (that is, controlled execution contexts) as well as between packages and the JCRE context...”     
[Java Card System – Open Configuration Protection Profile – V3.1]

Security properties (simplified examples)

- integrity_header: allocated objects' headers cannot be modified during a VM run.

- integrity_data: allocated objects’ data can be modified only by the owner.

- confidentiality_data: allocated objects’ data can be read only by the owner.

EAL1 EAL2 EAL3 EAL4 EAL5 EAL6 EAL7

Formal verification

Formal verification of security properties

EAL6-EAL7: Formal verification of Security Properties

Evaluation Assurance Levels
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Specification effort 

JCVM C code ACSL Annotations

User provided annotations MetAcsl RTE

# Functions # Loc C # Loc Ghost # Loc ACSL # Loc ACSL # Loc ACSL

381 7,014 162 35,480 396,603 2,290

- User-provided annotations: predicates, lemmas, function contracts, loop contracts and other assertions

- MetAcsl: automatically generated annotations according to user-defined metaproperties

- RTE: automatically generated annotations in order to prevent undefined behaviors

Large code A few yet necessary
12,432 before preprocessing macros that 

gather redundant annotations

Still a considerable effort

Automatically generated from 36

metaproperties only
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Some Issues (I), Solutions (S) and Perspectives (P)

▌Companion ghost model

I: Automatic proof fails on low-level code (bit-fields)

S: Linking bits to ghost integer variables brings the prover back into its comfort zone

P: Proof at the abstract level for some properties can help [as discussed at Dagstuhl]

▌Proof scripts for complex predicates

I: Automatic proof fails to use the right predicates

S: Guide the first proof steps by unfolding relevant predicates or instantiating values

S&P: New proof strategy mechanism to generate scripts automatically [TACAS’24]

▌Carefully chosen lemmas

I: Automatic proof fails repeatedly in similar cases

S: Lemmas help to re-use the same reasoning


